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Abstract

The relentless growth in wired/wireless communication technologies coupled with rapid ad-
vances in real-time applications renders the management of such technologies a major chal-
lenge. This dissertation investigates the Quality of Service (QoS) management problem and
proposes a novel quadri-layer autonomous, self -adaptive and -reconfigurable management
framework for hybrid wired/wireless communication systems. Necessary data pertaining to
users, applications, domain and network components is collected at the first layer and utilized
in the second layer to project future changes in the underlying network. These changes are fed
to the third layer to reconfigure the underlying network components in order to best utilize the
available resources while maintaining a smooth QoS delivery. Finally, the fourth layer provides
a feedback mechanism based on network related measurements. This dissertation addresses the
functionalities of these layers and describes novel schemes to realize those of the second and
third layers.

To perform the functionalities of the second layer, a novel algorithm for mobility prediction
through the utilization of Dempster-Shafer theory of evidence is developed. In contrast to
existing approaches, the proposed scheme does not require a-priori training nor does it assume
the availability of a history of previous users’ movements.

The second component of the same layer presents a novel scheme for diagnosing proba-
ble network faults via statistical analysis and evidential reasoning aided with a training set of
previously classified faults. The scheme also includes two new approaches to handle cases of
imbalanced training sets.

Functionalities of the third layer are realized through the development of a new scheme
for adaptive management of network-level QoS. The scheme addresses the management issue
from a new perspective through posing it as a problem of learning from current system be-
havior while creating new policies at run-time. The scheme utilizes forecasting functions to
estimate the impact of different adaptation decisions and to guide the decision-making process
of adapting the behavior of network components.

Theoretical analysis and experimental studies using real data are presented to demonstrate

the performance of the proposed schemes.
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Chapter 1

Introduction

1.1 Overview

Early communication systems were originally designed for simple data transfer applications
such as file transfer (FTP) and remote access (Telnet) among different fixed computers con-
nected together. These applications had limited resource demands and imposed no time-
constrained requirements. At that time, the concept of best-effort services was sufficient to
meet all users’ demands and it was even favorable for its simplicity. The simplicity of the best-
effort type of service at that time stemmed from its basic concept where all network traffic is
treated equally and blindly.

In the early nineties, the introduction of the World Wide Web (WWW) shifted the devel-
opment of earlier communication systems from being limited to scientists and military usage
towards a widely recognized global phenomenon. Another factor that contributed to the wide
spread of this phenomenon is the emergence of new applications, such as video conferencing,
Web searching, electronic media, discussion boards, and Internet telephony; moreover, the de-
velopment of these applications was taking place at an unprecedented speed. As a result of the

increasing complexity of the underlying networks and the rapid growth of resource-intensive

Reproduced with permission of the copyright owner. Further reproduction prohibited without permissionyaw\w.manaraa.com



CHAPTER 1. INTRODUCTION 2

applications, the simple best-effort service quickly fell short of providing the necessary sophis-
ticated traffic engineering in order to differentiate between applications with strict demands
and other tolerant ones. Since the already dominating IP protocol did not inherently support
the preferential treatment of network traffic, the burden fell on network managers and service
providers to design and implement mechanisms that are aware of the nature of different appli-
cations demands and can conform with various users’ requirements. This has led to a continy-
ous struggle of management system paradigms to keep pace with the continuously increasing
demands and advancing technologies.

Another aspect that has contributed an additional dimension to the complexity of the man-
agement task is the phenomenon of wireless data communications. The advent of third genera-
tion wireless infrastructures and the rapid growth of wireless communication technologies en-
abled people with battery-powered mobile devices to access data anytime and anywhere. Nev-
ertheless, in spite of the success and wide spread of these infrastructures, the issue of manage-
ment of wireless networks remained an increasingly challenging issue. The difficulty therein
stems from the existing dichotomy between the innate nature of wireless environments and
their pre-existing wired infrastructure. Due to the unique characteristics of wireless networks,
such as higher error losses, delay and bandwidth variation, existing management schemes de-
signed for wired networks could not be directly applied to wireless systems.

In general, management of any communication system refers to the task of planning, al-
locating, configuring, deploying, administering, diagnosing and maximizing the utilization of
the underlying network resources. Functionalities of a management system also include other
tasks such as authorization, security management, reliability assurance, and performance guar-
antees. One aspect of management that best exemplifies the magnitude of the aforementioned
challenges is typically encountered in Quality of Service (QoS) provisioning. QoS management
refers to the activities of QoS specification, negotiation, monitoring and control of network lim-

ited resources to meet end-to-end users and applications requirements, business objectives and
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CHAPTER 1. INTRODUCTION 3

resource availability while optimizing the overall system performance. To date, notwithstand-
ing the significant progress that has been made in developing management components pertain-
ing to different layers (e.g., application, transport, link or network layers), little progress has
been made in addressing the issue of designing an overall autonomous management framework
for hybrid communication systems that can be self -configurable and -adaptable by automating
the management tasks while minimizing explicit operator or administrator involvement.

The work presented in this dissertation aims at developing an autonomous and self-adaptable
management framework for hybrid wired/wireless communication systems that meets QoS
guarantees. This chapter briefly discusses different aspects of autonomous network manage-
ment and focuses on challenges of QoS management. It further identifies the motivations
behind the proposed work. Subsequently, the proposed management architecture is briefly de-
scribed and thesis contributions are outlined. Finally, the organization of the remainder of the

dissertation is presented.

1.2 Network Management Challenges

In the past, as networks were limited in size and functionality, management tasks were per-
formed manually. Experienced administrators relied on the analysis of a limited set of device
variables to take management decisions. They opted to utilizing simple command line inter-
faces (CLI), such as telnet and Secure Shell (SSH), for direct configuration and management
of network components. A simple system reboot was sufficient to handle network faults.

As networks continue to grow in size and complexity, the task of diagnosing network’s per-
formance increasingly involved the collection and analysis of an immensely growing amount of
high dimensional data. Furthermore, with the introduction of new types of applications, man-
agement tasks become very time-sensitive, where a couple of minutes of experiencing service

unavailability became intolerable. Fortunately, advances in network monitoring and capturing
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CHAPTER 1. INTRODUCTION 4

tools, such as the simple network management protocol (SNMP) facilitated the capturing of the
necessary measurements to describe the fine grained behavior of each networked equipment.
Nonetheless, analysis of such data in order to diagnose network performance and conclude the
necessary configurations to maintain a smooth operation is still considered an unmet challenge
and remains to be the focus of numerous ongoing research efforts.

A particular difficulty in diagnosing a network’s performance arises from the non-stationary
and stochastic nature of data representing network-performance measurement variables in ad-
dition to the erroneous nature of the collected data due to possible glitches in the monitoring
systems. Furthermore, selecting the appropriate system configurations in order to maintain an
acceptable level of the quality of the delivered services is complicated by its reliance on several
parameters, such as the degree of mobility of the serviced users, the severity of the detected
anomaly, if any, the variations in the underlying traffic and so on. In the following section, we

further elaborate on one particular important aspect in network management, namely QoS.

1.3 QoS Management Challenges

QoS management is an end-to-end functionality which is concerned with providing users with
their required services given some degree of quality guarantees. One tempting, yet self-
defeating, solution is to over-provision network resources. However, over-provisioning fails
in two aspects; firstly, peaks in network traffic and the bursty nature of most multimedia ap-
plications make it virtually impossible to have enough bandwidth for all possible occasions or
even to predict which routers will experience high traffic demands and during which periods.
Secondly, over-provisioning results in a waste of network resources; hence, it is extremely cost
inefficient and unfavorable to network operators. Furthermore, it represents a poor manage-
ment strategy, since network providers are not interested in blindly satisfying all demanded

QoS, even for aggressive flows, without any preferential treatment.
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One issue that contributes to complicating the QoS management task is that QoS is gener-
ally perceived from two almost contradicting angles; users’ perspective and service providers’
perspective. The users’ perspective of the QoS management is fundamentally limited to the
ability to access a set of services that are customized to their needs and delivered in a timely
manner. The main goal of users is to be able to get the best service quality with the least
possible cost.

From the administrators and providers’ perspective, QoS management deals with the sat-
isfaction of two objectives. While the major objective of service providers is to provide users
with the desired services in a timely manner with performance guarantees, they are concerned
with another goal of utilizing resources as efficiently as possible and according to a predefined
set of business objectives in order to maximize their total revenue. According to their view, the
fundamental idea behind any QoS management solution should be that the network handles
traffic differently depending on the application, the kind of data being sent and the classifica-
tion of involved users. However, since any system is characterized with a finite set of resources,
it is clear that these two goals are contradicting.

In order to allot resources preferentially to certain traffic, it is necessary to identify differ-
ent traffic and to associate it with certain resources. During loaded periods, the management
system may not have sufficient resources to deliver the required quality to every running appli-
cation. Hence, decisions must be made to be able to dimension the available resources among
these applications such that a global objective is maximized. The management architecture
has to take different decisions, such as delaying or dropping packets, shaping traffic or even
denying service to certain flows. Given the complexity of the underlying network components
and the bursty nature of the serviced traffic, the selection of the right strategy is not a trivial
task. Even if configurations were estimated to best optimize network resources at a certain
time, these static configurations may not present an equally optimal solution at all periods of

high loads.
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Another important challenge for QoS management is the ability to sustain an acceptable
service level with the existence of network faults. A major issue with network faults is that
they are mostly unpreventable. Nonetheless, the earlier they are detected and diagnosed, the
faster for the management system to make the necessary system reconfigurations in order to
maintain as much acceptable system performance as can be achieved.

The management task is further complicated by the introduction of mobility concepts where
users roam along different domains and change their point of attachment to the network as they
move. They may even be serviced by different providers during one running session. Never-
theless, they expect that their applications will always have the same QoS delivered regardless
of their location. Besides the stringent nature of the wireless links, such as fading, terminal
limitations and bandwidth scarcity, handoff operations represent another unavoidable source

of increasing latency to the delivered QoS.

1.4 Motivation

Much progress in existing research work has been made on providing the ability to manage
QoS requirements, and manage situations when the required QoS is not available. Furthermore,
formal notations, standards, and models have been lately introduced in literature.

Adaptive management systems represent an obvious solution to the problem of QoS man-
agement. A closer examination of existing adaptive management techniques shows that they
can be classified into two distinct approaches for adaptation; adaptation with respect to the net-
work and the operating system components and adaptation at the application level. Application-
based adaptation solutions provide the means to co-exist with heterogeneous QoS-unaware
end-to-end best-effort computing environments. Adaptive applications can accept and tolerate
resource scarcity by dynamically changing demands within a specific range of QoS require-

ments based on availability of existing resources. Apparently, applications which have strict
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hard real-time requirements do not fit in this category. On the other hand, network level adapta-
tion solutions provide flexible means for the management of the underlying variable resources.
Nevertheless, existing adaptation frameworks still have certain limitations. These techniques
usually lack an essential degree of flexibility. On one hand, they are heavily dependent on de-
cisions taken by human operators. On the other hand, they fail to build upon past experiences
gained from the impact of previously pursued adaptation strategies on system behavior.

A major limitation of most of the existing frameworks arises from their static configurations
that are built a-priori by administrators into network devices. These frameworks usually lack
the flexibility required by wired/wireless communication environments and may not be suffi-
cient to handle different changes in the underlying environments. Another direct consequence
of that static configuration nature is that network administrators recourse to using estimates of
network traffic and users’ requirements in configuring network components. These estimates
can be a major source of inflexibility. For example, an initial distribution of network resources
to different classes of network services may not come close to optimal utilization of these re-
sources without factoring in past and future forecasted traffic loads. Furthermore, with the
current highly competitive market of service providers, besides service quality, service cost be-
comes an important factor. Nevertheless, the reliance on human operators is a major contributor
to the current cost of services.

Finally, in current management systems, network reconfiguration in response to users re-
quests for service customization can only be performed manually by a network operator. This
results in significant delays ranging from minutes to days. Existing frameworks must be ex-
tended to support dynamic QoS selections so that customers are able to precisely tailor individ-
ual connections to their particular requirements. It is usually disadvantageous to limit the QoS
negotiation at the time of connection establishment. Specified QoS levels do not often remain
valid for the lifetime of the entire session.

The aforementioned limitations of current management frameworks represent strong mo-
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tivations for the development of a novel autonomous self-adaptable management architecture
with inherent dynamic capabilities. This framework must manage, customize and extend the
underlying complex infrastructure of communication systems resources in response to the con-
tinuously changing business objectives and users’ requirements. By making the management
systems more autonomous, the need for direct and continuous involvement of human operators

is reduced.

1.5 Dissertation Overview

This thesis approaches the issue of QoS management from two different, albeit related, levels;
the first level is concerned with predicting future changes in the underlying network and in
users’ demands. In the second level, an adaptive management of available resources is devel-
oped to manage available network resources based on these changes.

The predictive phase deals with two challenging issues, namely, predicting future locations
of mobile users and detecting, and if possible predicting, network components’ faults. QoS
management is particularly challenging in the case of wireless systems since the service quality
depends on the geographical location of the mobile user. This work addresses this issue through
the utilization of Dempster-Shafer theory of evidence along with available environment context
in order to accurately predict the user’s location. On the other hand, predicting, if possible, or
detecting and diagnosing probable network faults, allows the management system to reliably
deliver the required services in a timely manner. This is achieved through the development
of an efficient network anomaly diagnosis scheme that relies on statistical analysis of changes
in the monitoring variables to detect possible performance deterioration. A measure of the
network deviation from its normal behavior is calculated and fed into a novel classification
algorithm in order to identify the most probable root-cause fault in the network.

The adaptive phase is approached as a dynamic process where network components are

Reproduced with permission of the copyright owner. Further reproduction prohibited without permissionyaw\w.manaraa.com



CHAPTER 1. INTRODUCTION 9

configured at run-time, rather than statically by network administrators, in response to the pre-
dicted changes gathered during the first phase. To facilitate this task, policies are utilized as
tools to continually guide the behavior of the underlying network. The adaptation process is
carried-out by assembling, modifying or deleting these policies at run time. The proposed adap-
tation scheme is posed as a problem of learning from previously applied adaptation strategies.
Using the results of this learning process, the appropriate management strategies, described as
policies, are created and applied at run-time.

Incorporating the above two phases is carried out through a quadri-layer autonomous frame-
work. In the first layer, the necessary data pertaining to users, applications and network com-
ponents is collected. The mobile users’ future travelling trajectories are predicted along with
probable network failures in the second layer. This information is reported to the third layer in
which the underlying network components are dynamically reconfigured to best utilize avail-
able resources while maintaining a smooth service delivery to mobile users. The fourth layer
is equipped with monitoring components that are dedicated to provide a feedback mechanism
based on QoS measurements. The objectives of the proposed research work can be summarized

as follows,

o Autonomous Management: The management system has to be self-adaptable and self-

reconfigurable in response to changes in the surrounding environment at different layers.

o Simplify human management tasks: By introducing autonomicity into management sys-
tems administrators are shielded from unnecessary details of management and freed up

to other design and development tasks.

e Scalability: The performance of the management system has to be maintained regardless

of the number of managed network components or the amount of experienced traffic.

e Proactive Management: Rather than waiting for QoS violations as a trigger for QoS
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adaptation, the system has to pro-actively detect possible violations and react accord-

ingly.

e Maximize resource utilization: Similar to all management systems, the key goal of the

proposed framework is to maximize the utilization of the underlying network resources.

e Accommodation of effects of mobility related operations: The management framework
must minimize service disruption during mobility management operations such as mo-

bile terminal handoff.

e Accommodation of effects of network faults: The management tasks should be performed
in order to achieve the best possible services even with the existence of internal anomalies
(e.g., congested routers and failed servers) and external ones (e.g., Denial of service

attacks).

¢ Learning: The management system must possess the ability to gain knowledge from past

experiences of previously applied decisions.

e Flexibility: The management system must provide users with tools for flexible QoS spec-
ifications, accommodate changes in applications requirements, and provide administra-

tors with flexible tools for the specification of business objectives.

1.6 Summary of Contributions
The major contributions of this dissertation can be summarized as follows,

1. A novel algorithm for mobility prediction through the utilization of Dempster-Shafer
theory of evidence is developed. The proposed approach does not require prior training

nor does it assume the availability of a history of previous movements [1], [2], [3], [4].

Reproduced with permission of the copyright owner. Further reproduction prohibited without permissionyaw\w.manaraa.com



CHAPTER 1. INTRODUCTION 11

2. A robust scheme for network anomaly detection and classification via statistical analy-
sis and evidential reasoning. To handle cases of imbalanced training sets, the scheme
includes two new approaches to assign mass belief values to the classes under investi-
gation. The latter contribution can be of independent interest to research related to the

Dempster-Shafer theory and may be applied in contexts other than the present one [5].

3. An adaptive policy-based QoS management scheme is developed through utilizing fore-
casting functions to estimate the impact of different adaptation decision and to guide the
decision-making process of adapting the behavior of network components. Forecasting
functions generally feature desirable advantages in that recent history can be captured

efficiently with negligible storage requirements [6], [7], [8].

4. A novel hierarchical framework for autonomous network management of wired/wireless
differentiated communication systems is proposed. It identifies the necessary compo-

nents in order to automate the management tasks [9], [10], [11], [12].

1.7 Organization of the Dissertation

The remainder of the dissertation is organized into the following chapters.

Chapter 2 presents related work and discusses various approaches adopted by the research
community. It identifies different limitations of various research efforts for QoS management
over wired/wireless networks.

Chapter 3 outlines the design of the proposed adaptive management framework. A hi-
erarchical approach is employed to facilitate adding needed functionalities to the framework
in a phased manner. Responsibilities of the different layers along with their interactions are
specified.

Chapter 4 presents a novel scheme for a mobility prediction based on the use of contextual
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information and spatial conceptual maps. Simulation results are also presented to demonstrate
the performance of the proposed scheme.

Chapter 5 presents a robust scheme for network anomaly diagnosis via statistical analysis
and evidential reasoning. Theoretical analysis along with experimental evaluation using real-
data are presented to demonstrate the accuracy of the proposed scheme.

Chapter 6 first introduces concepts of policy-based management systems and provides the
necessary background for policy configurations. Subsequently, the proposed scheme for adap-
tive network level management based on the utilization of forecasting functions is discussed.

Finally, Chapter 7 summarizes the presented contributions and discusses directions of fu-

ture research work.
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Chapter 2

STATE-OF-THE-ART IN Network

Management Schemes

Before embarking on describing the proposed architecture to resolve problems posed by QoS
management requirements for hybrid systems, we start by characterizing the QoS problem and
management difficulties. This chapter presents a survey of current research efforts related to
the QoS management problem. We aim to address two questions; what are the requirements
of any QoS management system? and why is it difficult to satisfy these requirements with
current approaches? This chapter is organized as follows. Various definitions of QoS used
in literature are first presented in Section 2.1. QoS concepts, terminologies and parameters at
different levels of abstraction are subsequently given in Section 2.2. Section 2.3 discusses a
formalization of the QoS problem and the challenges faced by the management systems. Some
of the QoS models and standardization efforts that have been proposed are then highlighted in
Section 2.4. Existing research work that has been carried-out in the area of QoS management
in wired, wireless and hybrid communication systems is reviewed in Sections 2.5, 2.6 and 2.7,
respectively. Current efforts for the development of automated management systems are pre-

sented in Section 2.8. Section 2.9 concludes the chapter with a discussion which summarizes

13
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existing contributions and identifies some open issues.

2.1 QoS Definitions

The term QoS by itself is a universal term that can be applied to various areas (e.g., software
quality, data quality). In that context, it generally reflects the degree of satisfaction of a con-
sumer of a particular service. In communication systems, it is related to different aspects of
the delivered network services such as end-user quality perception, application-level quality of
service as well as network and system performance. Albeit broadly used in the area of net-
work management, there is no common or formal definition of QoS in this field of research.

Nevertheless, there are a number of definitions found in standards and in literature.

e In [13], quality is defined by the ISO/OSI as “The totality of features and characteristics
of a product or a service that bear on its ability to satisfy stated or implied needs”. In
network systems, the terms product or a service may refer to a movie when delivered to
end users, the available bandwidth for an application, or even the preferential treatment
of traffic from one network domain while passing through the other. In spite of the sim-
plicity of the ISO definition, a closer examination identifies two major issues. Firstly,
as will be discussed later in this chapter, the formalization of the features and charac-
teristics of any of these services is a vital step in the QoS management process, yet it is
not a straightforward task. Secondly, the problem of QoS is not mainly concerned with
achieving the best quality, but rather to ensure that the service is always delivered with

certain pre-stated or implied qualities.

¢ The International Telecommunication Union (ITU) [14] refers to QoS as “the collective
effect of service performances which determine the degree of satisfaction of a user of

the service”. Similar to the ISO definition of QoS, this definition relates the QoS to the
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users’ contentment with the delivered service.

e ISO’s definition in [15] refers to the QoS as “a set of qualities related to the collective
behavior of one or more objects”. Here, an object refers to one of the components of the
distributed system in the Reference Model for Open Distributed Processing (RM-ODP).
This concept can be applied to network level QoS by considering network components

as sets of related objects.

e The most used network related definition of QoS is the one given by the Internet Engi-
neering Task Force (IETF) working group. QoS is understood by IETF [16] as “a set of
service requirements to be met by the network while transporting a flow”. This definition

focuses more on network behavior rather than on user related requirements.

e Another QoS definition, specifically tailored for application-to-network QoS relation, is
presented in [17]. It indicates that “Quality of Service is a concept based on the state-
ment that not all applications need the same performance from the network over which
they run. Thus, applications may indicate their specific requirements to the network, be-
Jore they actually start transmitting data”. Here, the definition views QoS as a contract

between a consumer, i.e., the application, and a producer, i.e., the network.

e Vogel et al. [18] describe QoS as “the set of quantitative and qualitative characteristics
of a distributed multimedia system necessary to achieve the required functionality of an

application”.

In general, based on the definitions given by the standardization bodies (e.g., IETF, ITU-T and
ISO), QoS can be viewed as either a notion that is focused on user-perceivable effects (e.g.,
ITU definition) or a set of services related to network functionalities required to provide a
certain service to the users (e.g., IETF definition). In this dissertation, we adopt a more general

approach which perceives QoS as a set of characteristics described at different layers, namely,
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user, application, operating system and network layers. Furthermore, the satisfaction of
these characteristics guides the behavior of components functionalities at these different
layers. More precisely, QoS is viewed as an integrated relation between different specifications
as well as functionalities of various components at these different layers.

Based on the aforementioned definition, we further define QoS management as the neces-
sary supervision and control of functionalities at different interrelated layers to ensure that

the desired quality of service properties at those layers are maintained.

2.2 QoS Abstraction Levels

Based on the adopted definition of QoS in this dissertation, QoS characteristics are described
at different hierarchical layers of abstractions. Specifically, four main abstraction levels are
identified in systems subject to QoS characterization; the user level, the application level, the
system level and finally the network level. Although they can differ strongly in meaning, some
of the characteristics specified at these different levels are usually interdependent and can be
derived or mapped along these layers in both directions of the layered hierarchy. The following

sections briefly discuss QoS specifications at these layers.

2.2.1 User-Level QoS

The user-level represents the highest level of abstraction for QoS specification yet it is the
hardest to capture. QoS at this level is related to the subjective user experience at the access
point of the service. In general, the user’s view of QoS is usually expressed by parameters
that are relevant to user-perceivable effects, independent of the network design and measures.
A user’s perceived QoS can be expressed in term of attributes describing the received media

(¢.g., video smoothness, color depth, audio quality), attributes related to the entire session
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(e.g., establishment time, connectivity), or attributes related to the quality of service obtained
from the service provider (e.g., accessibility, availability, reliability, performance). The main

concern of the work in this dissertation is the QoS related to the received media.

In general, the task of evaluating user’s QoS requirements for a received media is compli-
cated by many factors; the perception of the user is a function of different factors such as the
purpose of the interaction, the surrounding environment and the interaction between different
concurrently running applications. Recent studies, e.g., [19], [20], [21], have developed dif-
ferent qualitative and quantitative methods appropriate for capturing users QoS specifications
into both application- [22] and network- level parameters [21]. These techniques range from
simple systematic mechanisms such as a range to value mapping and utility functions to more
complicated frameworks that attempt to model the users’ behavior in order to capture these
requirements.

In order to guarantee a quantifiable performance, Service Level Agreements (SLAs) [23]
are used as a formalization of the users’ QoS requirements. SLAs formally describe the re-
lationship that exists between a service provider and users. An SLA is a contract between a
service provider and customers that specifies in quantitative values the QoS provided by the
former to the latter and the penalties the former is expected to pay if the committed agree-
ment is not satisfied. In this work, the existence of a dynamic SLA is assumed, i.e., users can

dynamically reconfigure their QoS requirements at run-time.

2.2.2 Application-Level QoS

Within the application-level, QoS is described in application oriented parameters of the media.
Some of these parameters are obtained by mapping users QoS specifications. Such parameters
are, for instance, video frame rate, picture size, color depth or the requested quality in terms of

coding formats or bit depth.
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Broadly speaking, an application parameter is a measure of a specific feature related to the
application itself. For example, the number of frames of video shown per second in a video
broadcast application is meaningless for an audio application while a frequency range used
for an audio application can not be applied to a file transfer application. However, to simplify
the presentation of QoS at the application level, one can abstract QoS specifications of most

applications into a common QoS metric that includes the following parameters:

¢ Throughput: This is the effective share of bandwidth the application is getting from the

network.

e Latency: This is the end-to-end delay that the application experiences. The application
level end-to-end latency is the sum of all delays accumulated through the entire flow
pipeline. This includes sender coding and packetization, network transmission, reception
and decoding. Latency directly affects the user satisfaction, for example a high latency

in a voice stream can result in an overlapping conversation.

e Information loss: It is worth noting that at the application level, information loss does
not necessarily coincide with data packet loss at the network level (e.g., loss of fidelity

due to encoding).

e Delay variation: is caused either by the dynamic changes of queues in the network or
by process scheduling irregularities in end hosts and network routers. While certain
levels of jitter can be absorbed by the application through the use of buffering, excessive

variations of end-to-end latency may not be tolerated.

Based on this metric, applications can be broadly classified according to their QoS require-

ments as either real-time or non real-time media types [24].

¢ Non-real time traffic can be characterized by stringent bounds on loss but flexible latency

and jitter constraints. This includes asynchronous applications like email and interactive
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applications like Telnet and ftp. Two types of applications can be classified under the
non real-time category, the interactive and background classes. Because they have looser
delay requirements than the conversational and streaming classes, they can provide better
error rates using channel coding and retransmission. The main difference between the in-
teractive and background classes is that the interactive class is mainly used by interactive
applications, e.g., interactive e-mail or interactive Web browsing, while the background

class is meant for background traffic, e.g., background download of e-mail or other files.

o Real-time traffic is characterized by stringent bounds on delay and jitter. However, it is
typically more tolerant to packet losses. Examples of real-time applications are real-time
streaming voice and video. Real-time traffic can be further classified into conversational
and streaming types. The conversational class supports real-time services like video
telephony that have particularly very strict-end-to-end QoS requirements, especially with
respect to end-to-end delay and jitter. Nevertheless, they have less demanding bandwidth
requirements. The streaming class supports one-way flows, and therefore is somewhat

less delay sensitive.

2.2.3 System-Level QoS

System-level QoS encompasses end-system resources required for execution of the processes.
Such resources are the CPU, access to devices, main memory, system bus bandwidth, pro-
cessing time to compress and decompress information, access to specialized hardware and
Input/output resources. In order to give adequate support to the user, higher-level requirements
have to be mapped according to the system QoS parameters. For example, a frame rate specifi-
cation at the application level is mapped in an operating system into a period and a computation

time.
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2.24 Network-Level QoS

Network-level QoS parameters represent the lowest level of abstraction for QoS specification
as they are easier to quantify and to measure. The main QoS parameters are packet bandwidth,

delay, jitter and packet loss rate.

¢ Bandwidth: The maximal data transfer rate that can be sustained between two end points
of the network is defined as the bandwidth of the network link. Bandwidth is not only
limited by the physical infrastructure of the traffic path within the transit networks, which
provides an upper bound to the available bandwidth, but is also limited by the number
of other flows sharing common resources on this end-to-end path. The term bandwidth
is used as an upper bound of the data transfer rate, whereas the expression throughput is

used as an instant measurement of the actual exchanged data rate between two entities.

e Delay: Packet delay is the time required by a packet to travel from the sender to the
receiver. It consists mainly of two components: propagation delay and congestion delay.
Propagation delay is the time taken by a packet to propagate from the sender to the
receiver and is dependent on the length of the data path over which the packet travels.
The congestion delay is the time spent by a packet in a queue at different routers along

the path.

e Jitter: The variation of the delay between the arrivals of successive packets is known as

the delay variation or jitter.

® Packet loss rate: The fraction of undelivered packets per flow is known as the packet
loss rate. In wireline networks, packet loss is mainly attributed to dropped packets in
full queues due to congestion. On the other hand, in wireless networks, packet losses are

caused by bit errors at the link layer, handoff operations as well as due to congestion.
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2.3 QoS Management

If infinite network resources were available, then all application traffic could be carried at the
required bandwidth, with zero latency, zero jitter and zero loss. However, network resources
are not infinite. As a result, there are parts of the network in which resources are unable to meet
demand. QoS management work by controlling the allocation of network resources to applica-
tion traffic in a manner that meets predetermined service requirements. The QoS management
problem can be further simplified into several main steps. The first step to provide service
quality is the specification of offered services. These specifications are derived from require-
ments supplied by the service users or by the application itself and controlled by the service
providers’ business objectives. The second step includes mapping of the obtained requirements
into parameters that can be used at the system and the network levels. Accordingly, network
administrators utilize knowledge of service specifications, network topology, link properties
(e.g., capacity, propagation delay) and availability of resources to perform different manage-
ment operations such as routing, access control, admission control, network dimensioning,
resource reservations and traffic provisioning. Finally, to ensure that the quality of the deliv-
ered services meets original specifications, QoS monitoring is performed to compare between
the actual service and the previously specified requirements. In order to provide a deeper un-
derstanding of the network management task, the following sections present an overview of the
main QoS management functionalities. It should be noted, however, that not all functionalities

have to be applied to all network domains.

2.3.1 QoS Specifications

QoS specification entails the creation of an agreement between service providers and users that
states the specification of the offered QoS. In general, there are four models of QoS specifica-

tions. These models vary in the degree of guarantees of the offered QoS.
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¢ No QoS guarantees: This type of guarantee represents the well known best efforts ser-
vice. The same QoS is offered for all traffic types. While it offers the cheapest types of

service no traffic guarantees are conferred to end users.

e Statistical (stochastic) QoS guarantees: These guarantees are specified in terms of a
predetermined percentage of time or the ratio of packets where the offered QoS may not
be granted. An example of statistical guarantees is network delay is guaranteed to be no

more than 100 ms for 95% of the packets.

¢ Relative QoS guarantees: In this case, the management system offers service quality
to a certain number of predetermined classes. These classes are ordered based on their
packet forwarding quality parameters. While the actual quality level offered to each
class might vary with class loads, the ratio between classes remains fixed and controlled
by the service providers. In other words, flows belonging to a higher service class are

guaranteed to receive better service than a lower class.

e Absolute QoS guarantees: The strictest QoS specification model. Offered guarantees
must be met independent of all other factors such as different concurrent network loads.
For example, a user is given a network connection with a guaranteed 10Mbps bandwidth
all the time. This type of guarantees is usually associated with penalty rates and service
compensation agreement that must be performed by providers if the offered guarantees

were not met.

2.3.2 Management Functionalities

The above QoS specifications are used in important network functions such as admission con-
trol, resource allocation, network dimensioning, traffic provisioning and monitoring. The pur-

pose of these functionalities is to predict, maintain and monitor the underlying network behav-
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ior to ensure that the contracted QoS is sustained. They can operate on different time scales

and on different levels of traffic aggregations.

Levels of traffic aggregations

In general, the functionalities of network management are carried out at different levels of

granularity: packet-level, per-flow level and aggregates-level.

¢ Per-packet operations: Example of per-packet operations are packet classification and

dropping.

¢ Per-flow operations: According to Aurrecoechea et al., [25], “ A Flow is defined to
characterize the production, transmission and consumption of the data associated with
a single media (e.g., audio, video, data)”. In other words, flows represent streams of IP
packets between end-hosts and applications which have the same source and destination
addresses, the same TCP/UDP port numbers, and the same protocol field. In order to
perform per-flow operations each flow state must be maintained at each router in the

path. Examples of per flow operations are resource reservations and admission control.

e Aggregate operations: Since maintaining and processing millions of per-flow states in-
side a router is significantly difficult, flows with similar service requirements are grouped
together to form flow aggregates. Operations such as buffering and scheduling for these

flows can then be applied to each aggregate without having to maintain a per-flow state.

To achieve scalability, the goal of any management system is to minimize maintenance and
processing operations for individual packets and even flows and rather focus on management

of traffic aggregates.
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Admission Control

The role of any admission control algorithm is to ensure that admittance of a new flow into a
resource constrained network does not violate service commitments made by the network to
admitted flows. Admission control techniques are used in deciding if a new connection across
the network is to be allowed or rejected. Such decisions must take into account the current
state of the network nodes that will be servicing the requested traffic. The connection through
these nodes should be allowed if the required resources are available and if giving them over
to the new connection will not degrade the quality of the delivery of other active guaranteed
services. In general, there are two basic approaches to admission control: a parameter-based
approach, which computes the amount of network resources required to support a set of flows
given a priori flow characteristics. The second approach, a measurement-based, which relies

on measurement of actual traffic load in making admission decisions.

Network Dimensioning

Network dimensioning is process of dimensioning the network bandwidth to best meet the
expected demands. It involves the determination of the amount of bandwidth to be allocated for
each class of service across each network links. Unfortunately, the proportion of bandwidth to
dimension is a complex decision due to the interaction of a variety of factors, such as the traffic
characteristics and the level of QoS required. One approach to simplify network dimensioning
is to leave the amount of allocated bandwidth for each class static regardless of the traffic
dynamics, while controlling the amount of incoming traffic through admission control. A
more flexible approach is to dynamically adapt the amount of bandwidth allocated based on
the dynamics of the incoming traffic. The effectiveness of a dimensioning scheme, just like any
other QoS mechanism, is determined by its ability to ensure QoS levels contracted in SLAs are

not breached while maximizing the utilization of available resources.
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Traffic Provisioning

As mentioned earlier, a serviced user is entitled to services for which he has made an agreement
with a service provider through an SLA. In order to ensure that the user’s traffic receives, and
does not exceed, this service, the received traffic has to be conditioned at different parts of the

network. The following functionalities comprise possible traffic provisioning mechanisms.

o Classification: When a packet arrives at a network router, a classifier is used to classify
the packet according to the bilateral service level agreement. Based on its classifica-
tion, the classifier forwards the packet to the appropriate traffic conditioner for metering,

marking or shaping.

¢ Metering: Meters measure the temporal properties of the stream of packets selected by a
classifier against a pre-specified traffic profile. A meter passes state information to other

provisioning functions to trigger a particular action for each packet.

e Marking: Markers mark a packet with a particular code point, adding the marked packet

to a particular class of service.

¢ Shaping: Shapers delay some or all of the packets in a traffic stream in order to shape
the stream into compliance with a traffic profile. A shaper usually has a finite-size buffer,
and packets may be discarded if there is no sufficient buffer space to hold the delayed

packets.

¢ Dropping: Droppers discard some or all of the packets in a traffic stream in order to

bring the stream into compliance with a traffic profile.

¢ Scheduling: In order to provide differentiated service levels to different classes of traffic,
different scheduling mechanisms are used. Schedulers are means of resource partition-

ing, such as the division of link bandwidth.
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¢ Buffering: Due to scheduling, traffic in queues that were not serviced could be lost as
the queues are filled and overflowed; hence, buffers are used to control the delays and

loss rate experienced by traffic belonging to different classes.

In most networking environments, the configuration of different provisioning mechanisms is
usually static. On the other hand, current increased changes in traffic requirements have forced
this fixed resource allocation systems to require updating or to waste the resources of link
bandwidth or buffer capacity. One of the goals of this dissertation is to develop predictive

methods for the automated configurations of these mechanisms.

2.3.3 QoS Monitoring

Network monitoring refers to collecting raw data about network status such as bandwidth,
latency and loss rate. Monitoring functionalities can be achieved either through network level
or application level protocols. An Example of an application level monitoring protocol is the
Real-time Transfer control Protocol (RTCP). Network level monitoring is achieved through
simple probing services, e.g., standard ping or by piggy-backing network status information on

packets traversing the network.

2.3.4 Fault Diagnosis

Once raw data about the network’s performance is collected via monitoring functionalities, it is
important to analyze it, in a timely manner, in order to actively isolate and identify any anoma-
lous behavior of any of the network components. This process is referred to as network fault, or
anomaly, diagnosis. In general, network anomalies can be attributed to various causes; in addi-
tion to hard failures due to hardware problems (e.g., equipment failure and power outage), soft
failures can result from inappropriate use of network resources, protocol failures, temporary

congestion, mischievous users and denial of service attacks. While anomalies in communica-
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tion networks are usually unavoidable, early detection and classification of such faults is crucial

to providing networking services with a high level of availability and reliability.

2.4 Standardized Models for QoS Management

This section provides an overview of most established QoS management models defined by
three international organizations; the International Standards Organization (ISO), the Interna-

tional Telecommunications Union (ITU) and the Internet Engineering Task Force (IETF).

2.4.1 Open Systems Interconnection (OSI) QoS Model

The OSI QoS Framework [15] is one of the earliest efforts towards a formal model for QoS
management. The model is built on the concepts of the OSI basic reference model and hence
it adopts the same layered approach. For each layer, a set of qualities related to provisioning a
certain service to the next layer are defined and used to exchange the QoS information between
layers. The requirements of the QoS management functionalities are performed through two
types of management entities; layer specific and system-wide entities. Control entities at each
layer determine the policies which apply at that layer. This can include security, time-critical
communication, resource control issues, selection and management of layer-specific protocols
based on the required QoS. System wide entities interact with each layer-specific control enti-
ties to provide an overall selection of QoS functions and facilities.

Although the model provides useful QoS concepts and management functionalities, the
framework is intended for existing or planned OSI standards and may be applicable to other
fields. Furthermore, the OSI model was intended originally for non-time critical applications.
The model relies on the implementation of QoS as a set of predefined set of parameters that

are mainly concerned with the transport and session layers. Applications are responsible for
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translating their requirements into a predefined set of statically defined parameters. Finally, a
major limitation of the ISO/OSI QoS framework is that it does not include any specifications
for different QoS functionalities such as negotiation, mapping, resource allocation, or QoS

monitoring.

242 ITU-T Model

The ITU-T model [26] can be described in terms of a set of generic building blocks, namely, a
control plane, a data plane and a management plane. These blocks are responsible for control-
ling and delivering the network service response to a service request. The main control plane is
concerned with routing, admission control and resource reservations. The data plane contains
data traffic functionalities such as buffer management, traffic conditioning and scheduling. Fi-
nally, the management plane includes the mechanisms necessary for the administration aspects
of the users’ traffic as well as the management of service level agreements (SLAs). Differ-
ent ITU-T groups have also provided recommendations for standard performance parameters,
QoS classes, and network-interface-to-interface objectives. A major limitation of the current
specifications of the ITU-T mechanisms for different planes is their static nature, that may
in turn hinder these mechanisms from keeping pace with the evolution of the next-generation
networks supporting dynamic QoS requirements. Nevertheless, the ITU-T model is, funda-
mentally, intended to identify a set of generic QoS network mechanisms at each plane and
provide a structure for them. The ITU-T model can be regarded as a generic model that can fit

and tie together different existing and newly developed QoS mechanisms.

2.4.3 Integrated Service Model

The Internet Engineering Task Fore (IETF) proposed the Integrated Service (IntServ) model

[27] for QoS management based on resource reservation. For real-time applications, before
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data are transmitted, the applications must first setup paths and reserve resources. The basic
idea of the IntServ model is that the flow-specific states are kept in every IntServ-enabled
router. A flow-specific state should include the information about bandwidth requirement,
delay bound, and cost etc., of the flow. IntServ proposes two service classes in addition to best
effort service. One is Guaranteed Service {28] and the other is Controlled Load Service [29].
The Guaranteed Service is provided for applications requiring fixed delay bound while the
Controlled Load Service is for applications requiring reliable and enhanced best effort service.
Because every router keeps the flow state information, the quantitative QoS provided by IntServ
is for every individual flow. In an IntServ-enabled router, IntServ is implemented with four
main components: the signaling protocol, the admission control routine, the classifier, and the
packet scheduler. The Resource Reservation Protocol (RSVP) [30] is used as the signaling
protocol to reserve resources in IntServ. Applications with Guaranteed Service or Controlled-
Load Service requirements use RSVP to reserve resources before transmission. Admission
control is used to decide whether to accept the resource requirement. It is invoked at each
router to make a local accept/reject decision at the time that a host requests a real-time service
along some paths through the Internet. Admission control notifies the application through
RSVP if the QoS requirement can be granted or not. The application can transmit its data
packets only after the QoS requirements are accepted. Recently, RSVP has been extended in
several ways to reserve resources for aggregation of flows [31].

In general, the IntServ model represents a fundamental shift from the existing Internet
architectures which were founded on the concept that all flow-related state information are kept
only in end systems. Nevertheless, IntServ model suffers from many drawbacks. It is usually
hard, if not impossible, to give precise estimates of the amount of required resources for the
lifetime of a specific complex application. Hence, it is difficult to issue resource allocation
estimates in a priori manner for reservation purposes. Another problem with this model is the

amount of state information that must be kept at each IntServ enabled router along the reserved
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path. This amount increases proportionally with the number of flows. Secondly, each router
encounters an extra processing overhead of understanding the RSVP signals, admitting the

requested traffic, and performing packet scheduling for each individual flow.

2.4.4 Differentiated Service Model

While the Integrated Service model provides per-flow guarantees, the Differentiated Services
(DiffServ) model [32] follows the philosophy of mapping multiple flows into few service levels,
also referred to as Classes of Service (CoS). The DiffServ architecture is a simple approach to
enhance QoS for data and multimedia applications. In contrast to IntServ, DiffServ complexity
is pushed to the boundary routers of a network domain to keep core routers simple. The edge
routers at the boundary of an administrative domain classify, shape, mark, and drop traffic if
necessary. A packet arrives at the classifier and is classified according to SLAs. The classifier
forwards the packet to the traffic conditioner. The traffic conditioner may include a meter, a
marker, a shaper, and a dropper. At the core routers packets are inspected and those with the
same marked code are treated with the same QoS level through a set of classifiers, buffers and
schedulers. the IETF working group proposed two service classes in addition to Best Effort
Service, the Expedited Forwarding and the Assured Forwarding classes.

The Expedited Forwarding (EF) class [33] can be viewed as a Virtual Leased Line service.
Therefore, the bandwidth can not be exceeded but the user can leave it idle or use it to the full
extent of its capacity. The holder of this pipe should not be affected by the presence or absence
of other users. In order to actually provide this high service level, the amount of traffic injected
into the EF class needs to be carefully policed. The Expedited Forwarding per hop behavior
(PHB) has the following properties: peak bit rate, and low queuing delay.

The Assured Forwarding (AF) service class [34] does not provide a bandwidth guarantee

but packets are given a higher priority. These packets have a higher probability to be transmit-
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ted over the network than packets from the best-effort traffic. In congestion situations the user
of the Assured Forwarding service should encounter less bandwidth decrease than Best-Effort
users. Four Assured Forwarding Service classes are defined. Each of these classes has three
levels of dropping precedence: low, medium, and high. Packets of a micro flow are mapped
based on service on the classification to a single class. The different classes will be handled
independently from each other. This means that within a domain, reordering of packets be-
longing to the same flow will not happen. DiffServ has an obvious scalability feature over the

IntServ model.

2.4.5 Multi-protocol Label Switching

The Multi-Protocol Label Switching (MPLS) is another QoS management related technique
[35]. Like ATM and frame relay, MPLS is defined in the second and third layers of the OSI/ISO
model. MPLS was originally intended to simplify packet forwarding in routers rather than
to address service quality. Currently, its main role is traffic engineering and virtual private
network support. Some features of MPLS can facilitate QoS assurance. It can extend IntServ
and DiffServ capabilities to a wider range of platforms beyond the IP environment. It has
to be noted that, IntServ and DiffServ network models are different from the MPLS model
in that they are not dependent on second OSI/ISO layer techniques and define general QoS
architecture for IP networks, which can integrate different transmission techniques in one IP

network.

2.5 QoS Management Approaches in Wired Networks

In the context of communication systems, solutions to the problem of QoS management have

been introduced at two complementary levels, the application and network levels. Approaches
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for QoS management at the network level can be further classified into those that mainly inves-
tigate QoS enabled routing mechanisms and those that are concerned with the management and
configurations of available network components. In addition to these approaches, there have
been other individual efforts that tackle the management problem through the development of
different technologies such as active networks and policies. The following sections further

investigate significant contributions in each of these approaches.

2.5.1 Application Level Approaches

The basic motivation behind the developments of application level QoS management mech-
anisms is their compatibility with the original best effort network model. Hence, they can
function without incurring any changes to the intermediate routers traversed by serviced pack-
ets. Since the main concern of the proposed work is a general framework for QoS management,
only a sample of existing research work for application level adaptation is presented. However,
the developments of these mechanisms can be regarded as complementary works that can be
built on top of the proposed framework.

In general, the key idea behind existing approaches at this level is to allow applications
to continuously reconfigure their internal settings (e.g., video size, audio codec, video code)
to adapt to the changing resources capacity of the underlying network. These adaptations are
commonly driven by measurements of low-level QoS parameters such as the bandwidth, jitter,
delays, packet losses, etc. A genetic algorithm is used in [36] to decide when to trigger the
adaptation process based on the current network conditions. The selection of the new set of
settings for the real-time media is then carried-out according to a set of rules which model the
user-perceived QoS. These rules are learnt through a rule induction algorithm. Using mobile
agents technology, the UbiQoS system [37] supports QoS tailoring and adaptation of video-

on-demand (VoD) flows in response to user preferences and terminal properties. Based on the
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user’s request for a certain video content, the UbiQoS agent identifies a suitable server and
establishes a server-to-client network path for the VoD flow. A set of dynamically installed
UbiQoS components negotiates the QoS on any segment along this path and decides which
application-level down-scaling operations to perform at which nodes. UbiQoS components
also perform application-level admission control and reserve local resources. The UbiQoS
framework takes advantage of the agent technology to perform code migration along with the
execution status to manage different critical scenarios such connection failure. A dynamic
adjustment of bandwidth requirements of multimedia applications by a linear regulator was
proposed in [38]. A run-time decision to increase, hold or decrease the utilized bandwidth
based on information obtained by the RTCP protocol.

In general, techniques for adaptation preformed at the application-level share some com-
mon limitations. The concept of application-level adaptation encompasses an underlying as-
sumption that application designers are responsible for building sophisticated applications that
can dynamically change amount of resources required in order to tolerate resource availability
on every system it is run on. This significantly complicates the task of application designers
and shifts their focus away from their main goals related to the application specific functional-
ities. Furthermore, adaptive applications attempt to lower their resource usage to a sustainable
level by changing operational parameters. Most approaches assume no a priori knowledge of
resource requirements or resource reservation mechanisms. As each application attempts to
minimize the resource usage in these systems, without having a global view of the network,

running a number of concurrent adaptive applications may result in unstable system behavior.

2.5.2 QoS Routing Mechanisms

Adaptive routing schemes [39] are mainly based on the assumption that in order for each traffic

connection in the network to be set up successfully, a certain level of resources needs to be al-
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located. Failure to reserve the resources results in rejection of the connection request. Routing
schemes operate by augmenting an underlying link-state protocol through the calculation of
alternative paths or paths with particular resource-related properties and through control of the
frequency of link-state updates. For example, the path chosen may be specially computed so
as to be the shortest, the least congested, or the one with the least expected latency. In [40],
Korkmaz et al. proposed a new heuristic algorithm for the selection of a feasible path that
satisfies all the QoS requirements of multimedia applications while maintaining high utiliza-
tion of network resources. A new nonlinear cost function was formalized whose minimization
provides a continuous spectrum of solutions of the QoS routing problem. In [41], the authors
developed a new algorithm based on Lagrange relaxation techniques to find the route with the

least expected delay for delay sensitive traffic.

In general, due to the required link state information, routing mechanisms inherit the space,
message, and computational complexities of link-state routing, especially when the networks
are large and highly dynamic. Furthermore, the complexity of such algorithms increases pro-

portionally with the increased number of QoS requirements constraints.

2.5.3 Network level Reservation Based Approaches

Aiming to provide stringent QoS guarantees for real-time applications, networks and operat-
ing systems have incorporated mechanisms for resource reservation. Reservation mechanisms
have to keep track of the use of the limited set of resources provided by the system, and re-
ceive requests from new users interested in using these resources. New requests are subject
to admission tests based on the usage of the resources and the guaranteed levels that satisfy
the users. Reservations are then accepted, if there are available resources, or rejected if not.
As mentioned earlier, the RSVP protocol [30], is widely used to reserve the network band-

width along the path between the sender and the receiver for a predetermined period of time.

Reproduced with permission of the copyright owner. Further reproduction prohibited without permissionyaw\w.manaraa.com



CHAPTER 2. STATE-OF-THE-ART IN NETWORK MANAGEMENT SCHEMES 35

Another example of a resource reservation scheme is the global resource management system
GRMS [42]. In GRMS, end-to-end QoS negotiation and adaptation is performed through the
utilization of resource agents. A two-phase atomic negotiation and adaptation protocol is used
by the agents to allow for a dynamic resource reservation each time QoS specifications are
changed. A similar work presented in [43] describes another QoS-based Resource Allocation
Model (Q-RAM) based on utility functions. The main objective of the work is to allocate re-
sources to the various applications such that the overall system utility is maximized under the
constraint that each application can meet its minimum needs. In [44] a bandwidth broker (BB)
architecture implies that resources allocation must be based on admission control decisions
made at a central location for each administrative domain.

While these approaches significantly enhance the delivered service quality, they have an
obvious scalability problem due to the maintained per flow states. Moreover, resource reserva-
tion of predefined bandwidth leads to poor resource utilization. Furthermore, despite the ability
of resource reservation schemes to customize resource utilization according to applications re-
quirements, it assumes a static view of the overall end-to-end resource management strategy
that may be configured statically based on estimated traffic characteristics. It is usually hard,
if not impossible, to give precise estimates of the amount of required resources for the lifetime

of a specific, and usually complex, application.

2.5.4 Network Level Adaptive QoS Management

The aforementioned challenges and difficulties in reservation-based mechanisms motivated the
study of network-level adaptation-based approaches. The key idea of adaptive approaches is
to define different customizable network configurations to suit QoS requirements of different
applications. In this section, some of the proposed schemes that adopt this direction are dis-

cussed.
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The Lancaster QoS Architecture (QoS-A) developed by Campbell et. al. is closely related
to the ISO QoS reference model. It is composed of a number of layers and plans. The lower
four layers of the suggested framework are equivalent to the lower four layers of the OSI refer-
ent model. Management of QoS is carried out through three vertical plans; the protocol plan,
which is divided into two parts, a user sub-plan and a control sub-plan. The QoS maintenance
plan is comprised of one QoS manager per layer. Each manager is responsible for monitoring
and fine-turning various components at that layer. QoS negotiation and establishment is carried
out by the flow management plane. The OMEGA architecture [45] developed at the University
of Pennsylvania supports the definition of thresholds for transit delay and deals with bandwidth
demands from clients. The OMEGA architecture consists of a QoS broker, a centralized end-
point entity for handling QoS at the edge routers, and end-to-end communication protocols
using resources negotiated by the broker. The QoS broker performs QoS translation, nego-
tiation and admission control for network resources. Nevertheless, the main contribution of
the OMEGA architecture is mainly concerned with the QoS management and configuration
during connection establishment phase. The architecture was developed under the assumption
that applications are well behaved. Hence, it did not provide any adaptive means for resource
reservation or adaptation at run-time. The HeiProject [46] at IBM’s European Networking Cen-
ter, Heidelberg, Germany, has developed an-end-to-end model that provides guarantees for the
end-systems and at the network. It includes a continuous media transport system (HeTS/TP)
that provides QoS mapping and media scaling. The Heidelberg Inter-networking layer supports
both guaranteed and statistical levels of service. It provides both QoS-based routing and filter-
ing. Atthe network layer, HeiRAT, a resource administration technique, is used to perform QoS
negotiation, calculation and admission control. Once flows are admitted, QoS enforcement and
scheduling techniques are used to guarantee the delivered QoS.

The QoS for CORBA Objects (QUO) [47] framework has been developed to support QoS in
the CORBA layer. It extends the CORBA functionalities with a description Language (QDL).
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QDL is used to specify application requirements in terms of an expected usage pattern of a
certain Object rather than the communication itself. Each object specifies QoS regions that
represent the status of the QoS for an object connection. The application can adapt to changing
conditions by changing behavior based on these QoS regions. Each application uses a con-
tract, similar to a finite state machine, to specify actions to be taken based on the state of the
distributed system and the desired requirements. A recent work [48] further extends CORBA
functionalities by applying reflective middleware techniques to implement QoS-enabled mech-
anisms by automating the selection and adaptation of key QoS properties. According to Wang
et al,, reflective middleware is a term that describes a loosely organized collection of technolo-
gies designed to manage and control hardware and software system resources. Using contain-
ers for each of the system components, each component’s QoS is configured reflectively by its
container. Meanwhile, a component configurator is used to decouple the implementation of
services from the time they are configured.

Similar to QUO, The BBN Adaptive Quality of Service Architecture (AQUA) [49] is a
resource management framework to deliver QoS guarantees to multimedia applications. In
AQUA, applications specify their resource requirements in advance. The operating system
(OS) then allocates the requested resources using an estimate of available resources. When
the application changes its requirements, it renegotiates with the OS for resource reallocation.
When adequate resources are not available applications are expected to dynamically adapt. In
AQUA, each resource is associated with a controller and a scheduler while resource consumers,
i.e., applications, user are connected to a QoS manager that estimates their resource needs and
negotiate on their behalf. Two libraries, namely, a resource negotiation and a usage estimation
libraries, are used as interfaces to legacy applications.

The Real-Time Adaptive Resource Management platform (RTARM) [50] provides mech-
anisms for QoS negotiation and adaptation. Service managers are used to represent resource

management components and manage both specific resources and computing nodes. They can
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be organized in a tree with higher-level managers constructed on top of lower-level mangers.
At the top level, they coordinate end-to-end resource negotiation and adaptation. At the low-
est level, service managers model individual resources, such as CPU and network resources,
within a node. The lower-level managers provide an adapter mechanism, which supports the
incorporation of current and future components implementing scheduling algorithms or proto-
cols. A two-phase negotiation and adaptation protocol is used to perform an admission control
test on the associated tree and propagates either a commit or an abort command along the tree.

The Quartz architecture [51] utilizes agents to perform application-to-network require-
ments mappings as well as lower level functionalities. At the network-level, Quartz employs
the resource reservation protocols available in the target network. Resource adaptation is per-
formed by a balancing agent, which tries to compensate for the loss of one of the network
or system resources by requesting more resources form the other. If re-balancing at lower
levels fails, Quartz requests the application to adapt its requirements in order to decrease the
consumption of resources. In the work proposed in this dissertation, the adaptation process is
more proactive and broader in the range of adaptation mechanisms it adopts.

The European research project, Adaptive resource control for QoS Using an IP-based Lay-
ered Architecture (AQUILA) [52], defines a DiffServ-based architecture for delivering QoS.
AQUILA implements an overlaid distributed control layer, the Resource Control Layer (RCL),
implementing a mechanism for dynamic control of intra-domain resources. Each defined net-
work service in AQUILA is meant to support a class of applications with substantially similar
requirements and characteristics (e.g., Real-time applications, Streaming real-time applica-
tions). RLC performs three functionalities; it offers an interface to the QoS infrastructure to
legacy applications, performs policy control and admission control on incoming traffic. Fi-
nally, it is responsible for monitoring and controlling resources. Similar to most approaches,
AQUILA’s resource control layer assumes a pre-configured underlying DiffServ network. The

DiffServ code points (DSCP) and the PHBs of this network are assumed to be predefined by
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management.

Most of the QoS architectures proposed so far target only a specific configuration of operat-
ing system software and communication infrastructure. This tight dependency on a specific en-
vironment constrains their application in open systems, where heterogeneity is always present.
Furthermore, adaptation operations are either limited to small adjustments in the service rates

or relies on static configurations stored a-priori in the system.

2.5.5 Differentiated Services Extensions

Generally, research efforts concerned with extending the functionalities of the Differentiated
Service model fall under one of two categories. The first category includes efforts to enhance
edge routers operations through adaptive techniques for admission control and offered ser-
vice rates. In the second category, existing techniques enhance core routers functionalities
through adaptive traffic provisioning mechanisms. In the schemes proposed in [53], an admis-
sion control function is provided over DiffServ networks by means of the Endpoint Admission
Control (EAC). EAC builds upon the idea that admission control can be implemented purely
in an end-to-end manner, involving only the source and destination hosts. At connection setup,
each source-destination pair starts a probing phase to determine whether a connection can be
admitted to the network. The source node sends probing packets that reproduce the traffic
characteristics of the connection to be established. Upon reception of the first probing packet,
the destination host starts monitoring probing packets statistics (e.g., loss ratio, inter-arrival
times) for a given period of time. At the end of the measurement period, the destination makes
the decision as to whether to admit, or reject, the connection and notifies the decision to the
source. In [54], Knightly et al. apply mathematical modelling techniques to provide statistical
QoS guarantees through adaptive admission control. A measurement based approach has been

introduced in [55] to calculate the admissible service rate. A survey of admission control tech-
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niques can be found in [54]. The work presented in [56] addresses the problem of provisioning
DiffServ traffic aggregates at core routers. Parameters of class-based weighted fair (WFQ)
schedulers and queues are adjusted at run-time based on the obtained network measurements.
The joint buffer management and scheduling ( JOBS) algorithm [56] adjusts service rate al-
location and buffer parameters at run-time in order to satisfy a set of constraints related to
service delay and loss. Nevertheless, these approaches provide significant contributions to en-
hance the performance of DiffServ-enabled networks, and in turn provide promising solutions
to the QoS management problem. These individual works lack a global view of the overall
management functionalities and may fail to cover different requirements of the management

problem simultaneously.

2.5.6 Policy-Based Network Management Approaches

Policies have been introduced as an efficient tool for managing QoS at the network level. It
has been widely supported by standard organizations such as the IETF and DMTF to address
the needs of QoS traffic management. The Policy Working Group [57] is chartered to define
a scalable and secure framework for policy definition and administration. The main goal is to
support QoS management. This group has defined a framework for policy-based management
that defines a set of components to enable policy rules definition, saving and enforcing. A
policy [58] is a “set of policy rules that instructs network nodes on how to operate”, i.e.,
a policy represents an instruction for network nodes on how to manage requests for network
resources. It is essentially a mechanism for encoding business objectives concerning the proper
use of scarce resources. For example, policies define what resources a given resource consumer
(e.g., predefined group of users, a single user, users in a certain domain, etc. ) can use in the

context of a given scenario, €.g., (time of the day, location, type of application, etc.).

In the IETF model, the policy management system (or policy server) is referred to as Policy
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Decision Point (PDP) [58]. It weighs the policy request sent by a Policy Enforcement Point
(PEP), as a result of policy event against a corresponding set of policy rules. As a response to
a policy request, the PDP either evaluates the policy rules for that request or retrieves the set
of policy rules relevant for the request. The policy decision or the set of policy rules is then
transported back to a PEP using a policy transaction protocol such as Common Open Policy
Service (COPS) [59]. The PEP is a network device where the policy is enforced. Enforce-
ment of policy decisions is carried out by the specific hardware/software features residing in
the device such as packet filtering, marking, shaping, policing, bandwidth reservation, traffic

prioritization, multiple forwarding queues, etc.

In the proposed work, we envision policies as a very powerful tool that can be used in
automating the management communication system. This belief stems from the following
premises. Firstly, policies can be used to describe agreements between customers and service
provides as well as among service providers at different domains. Secondly, while allowing
high level policies representing business objectives to be determined by administrators, poli-
cies translation from enterprize goals and service level agreements between different network
domains into network level parameters can be easily automated. Furthermore, policies are per-
sistent; once applied it remains active during its lifetime. Moreover, changing system behavior
without modifying underlying Software/Hardware can be easily accomplished by changing the
previously applied policies or by enforcing a new set of policies. Finally, by adopting the no-
tion of policy domains for grouping of objects, scalable and efficient management of a large
pool of resources can be achieved. Following existing approaches, the proposed work utilizes
policies to configure the behavior of the system’s different components. However, The pro-
posed scheme furthers the use of policies by automating the creation, assembly and selection
of the applied policies at a given instance of time; thereby, automating the adaptation in the

behavior of the system without human involvement.
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2.5.7 QoS Management Using Active Networks Technology

Active networks are frameworks where network elements, primarily routers and switches, are
programmable. In active networks, programs are injected into the network and executed by the
network elements to achieve higher flexibility and to present new capabilities. Active networks
can be used in two different manners. Administrators can inject program codes directly into
routers, otherwise, they can also program data packets, which then transport code to nodes

along the way to their destination.

Recently, active networks technology has been geared to aid network management func-
tionalities. Active networks have been used in [60] to build a prototype system where legacy
routers are enhanced with an adjunct active engine, which enables the safe execution and rapid
deployment of new distributed management functionalities in the network. Network nodes can
execute and exchange a collection of programs that are injected to the network by authorized
users. These programs are used for different management tasks such as router configurations,
element detection, network mapping, network security management, etc. Smart packets have
been introduced in [61] for network management and monitoring. Smart packets are programs
that are executed at nodes on the path to one or more target hosts. Firstly, smart packets are
used to tailor the amount of information delivered from nodes to the management centers.
Consequently, management rules are embodied in programs sent to the managed nodes in or-
der to identify and correct network problems at run-time. Another management architecture,
the Active Distributed Management (ADM) architecture, has been proposed in [62] which
exploits active network technologies and mobile agent paradigms to perform network manage-
ment functionalities. A management task is executed as a program on a management station.
The execution of this program involves interactions between manager-agents that control the
information of the underlying network nodes. In [63] an active QoS Broker Interface provides

services with the configuration and the management capability for the routers network inter-
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faces in order to support QoS functionality. Examples of these functionalities are: establishing
a connection with the broker. configuration of a DiffServ class at edge and core routers, adding

makers and policers, adding monitoring components, etc.

Although active networks based management seems to provide some promising solutions,
introducing more programmability into routers also implies adding more complexity to their
management functionalities. In addition, excessive utilization of active packets results in net-
work performance deterioration due to their high utilization of network resources. One solution
to this problem is to restrict the functionality of the programs carried by the active packets, re-
sulting in architectures with decreased capabilities. Furthermore, the dispatched active packets

or programmable codes introduce new safety and security concerns.

2.5.8 Individual Efforts at Different Protocol Layers

Besides the intensive research efforts that tackle the management problem at both the network
and application layers, several individual research approaches provide different solutions at
the operating system (OS) level. The Nemesis [64] framework, developed at the University
of Cambridge, is an example of a QoS enabled OS which provides fine-grained guaranteed
levels of all system resources including CPU, memory, network bandwidth and disk bandwidth
based on different applications requirements. Another framework for Adaptive Resource Al-
location (FARA) at the OS level has been introduced by Georgia Institute of Technology [65]
for adaptive management of the operating system components, such as the memory, disk and
CPU cycles. FARA is a hierarchical adaptation model which applies a discrete set of runtime
configurations for distributed applications. Feedback adaptation is performed through resource
reallocation. FARA allows users to specify their requirements at the start up time and adjust

these requirements at run-time.
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2.6 QoS Management Approaches for Wireless Networks

Recent progress in computing technology and wireless communications has made portable
computers such as laptops, palms, and personal digital assistants easily available. This, in
turn, has led to a growing number of mobile users that demand the same real-time services
available to wired network users. However, the emergence of wireless environments has been
accompanied with new challenges that were not considered in QoS architectures defined for
wired counterparts. In wireless communications there is at least one hop over a wireless link
with less predictable properties and less bandwidth than the wired links. Hence, traditional
networking assumptions such as fixed topology and fixed amount of available resources do not
hold in such wireless mobile environment. The Mobile IPv6 (MIPv6) [66] protocol provides
the necessary extensions to enable IPv6 with true and transparent mobility support for the
applications. However, upon every movement of the mobile terminal to an new station, a
registration operation takes place, where routing entries need to be registered with a new Care-
of-Address (CoA) and new paths have to be established. This, in turn, adds to the latency

encountered by the mobile user.

In the view of the proposed work, handoff operations regarding latency and signaling over-
head can be optimized, essentially by being able to predict the users’ movement and prepare
for handoff ahead of time. Another important issue that contributes to the enhancement of the
QoS in wireless issue is the ability to renegotiate and reestablish the QoS configurations in
the changed paths in an efficient manner. This can be achieved by allowing applications and
users to predefine or dynamically specify their QoS in a simplified manner and allow the QoS
management framework to autonomously perform reconfiguration based on these pre-specified

objectives.

In the following, an overview of the challenges in wireless communication systems is given

along with an analysis of how they contribute to further complicate the problem of QoS in such
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environments. Consequently, a discussion of some of the existing wireless architectures which

support QoS is given.

2.6.1 QoS Management Challenges in Wireless Networks

e Connectivity: In contrast to today’s wired networks, wireless links are characterized
with a high bit error rate (BER) and fading. In turn, these characteristics result in a
higher packet loss in the wireless medium, which further contributes to a higher packet
delay and jitter. In general, there is a tradeoff between BER and the bandwidth, and a
reduction in packet loss can translate into higher packet transmission delay and jitter.
Another important aspect in wireless networks is the mobile terminal handoff. As the
mobile node roams and hands off from one access point to another, there is a change in
wireless resources. This change results in a lot of fluctuation in the resource availability.
Thus, resource availability is one of the main issues to be addressed while designing an

end-to-end framework for QoS support in mobile and wireless networks.

e Link errors: Typical mobile data communications such as wireless links are prone to
more errors than the wired links. Typical possible sources of errors in wireless networks
are attenuation, signal interference and background noise. Different link layer mech-
anisms such as Automatic Repeat reQuest (ARQ) and forward error correction (FEC)

have been proposed to reduce link error rate.

¢ Terminal characteristics: The heterogeneity of the users’ terminals, provide additional
challenges for the delivery of the required services. For example a mobile computing
device could range from a web-enabled telephone to a notebook size portable computer,
with considerable variations in processing power, memory availability and input-output

capabilities.
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¢ Network resources scarcity: While the capacity of wired networks continues to grow,
the capacity of wireless networks is fairly limited. In wireless networks the expansion of
available bandwidth is difficult; data compression is one way of reducing the application
requirements in terms of Bandwidth in wired networks. However, data compression
and decompression requires significant processing capabilities that are not available in

wireless terminals.

Similar to the classifications of QoS management schemes for wired network, mechanisms for
wireless networks can be further divided into application and network level approaches that

will be summarized in the following sections.

2.6.2 Application-Level Approaches

CMU researchers have developed the Odyssey system [67] for application-aware adaptation
in mobile environments. It is a proxy based approach to provide smooth audio/video stream-
ing. The system includes client components to request lower fidelity of data. For example,
when faced with a sharp decrease in bandwidth, a Web browser might ask for more highly-
compressed images; a video player may reduce frame rate or frame quality of the stream; and
a map viewer may filter out small or irrelevant features. The model is based on the assump-
tion that the adaptive decisions are driven entirely by the clients’ applications, and servers are
able to support these adaptive decisions by providing data at various qualities, but not take
an active role in quality selection or resource monitoring. In general, the Odyssey framework
requires some modifications to be done with the hosts kernel, therefore it is not suitable for
many hosts that are already connected to the Internet. CARISMA [68] is a mobile computing
middleware which exploits the principle of reflection to enhance the construction of adaptive
and context-aware mobile applications. CARISMA models a mobile distributed system as an

economy, where applications compete to have a common service delivered according to their
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preferred quality-of-service level. Bids are collected from different applications and from ap-
plications and a policy is selected such that it maximizes the utilization of resources. A generic
framework for developing network-aware applications is proposed by Bolliger in [69]. The
core of this framework is a feedback closed-loop that controls adjustment of an application to
network properties. This feedback loop is designed as an adaptation layer sitting between the
application layer and the lower layers in a common network model. The model requires the
utilization of different transformation algorithms that are heavily application dependent, and

therefore cannot be specified in a general framework.

2.6.3 Network-Level Reservation Based Approaches

One way to provide mobile users with guaranteed levels of QoS is to directly apply existing
resource reservation schemes for wireline networks to its counterpart of wireless environments.
However, due to users’ mobility, resource reservations need to be updated every time the user
moves from one cell to another. Moreover, resources might not be available in the new location.
Furthermore, it may not be compatible with the nature of the wireless environments which ne-
cessitates a frequent change in the path followed by the transmitted packets. In [70], Talukdar et
al. described a resource reservation protocol, MRSVP, for mobile networks in IntServ enabled
networks. MRSVP is an extension of the reservation protocol RSVP. The proposed solution
assumes that for some users their next access point can be predicted, and hence they proposed
three mobility related service models, namely; Mobility Independent Guaranteed (MIG), Mo-
bility Independent Predictive (MIP) and Mobility Dependent Predictive (MDP) services. For
MIG and MIP services, users are provided with guaranteed or predictive services, respectively,
as long as they move in a regular manner that can be predicted by pre-allocating resources for
all routes needed by a mobile host. On the other hand, MDP service provides users with a non

weakly guaranteed level of service by using sources that have been allocated to other flows, but
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are currently underutilized. The main feature of their proposed protocol is the concept of active
and passive reservations which is used to provide mobility independent service guarantees. It
is clear that their proposed approach still suffers from the scalability problem inherited from
the IntServ model. Furthermore, there is no flexibility to adjust QoS levels to deal with changes
in the underlying environment. The Localized RSVP protocol (LRSVP) [71] defines a mecha-
nism to enable a mobile terminal to request QoS support from its own access network. Proxies
are used to intercept the RSVP signaling packets and answer requests of the mobile terminal for
local resources. In turn, the mobile terminal can send Path request messages directly instead of
scheduled refresh messages. Hence, it contributes in reducing the latency encountered during
handoff. In [72], similar to protocol layer transparency concept which keeps node mobility
invisible to transport layer protocols, the authors defined a network layer flow transparency to
reduce the incurred changes in the flow identity due to node change of address during handoff.
To minimize handoff renegotiation delay, the routers which reside in the common portion of
the new and old path are exempted from performing path update and only those routers that are
in the newly added portion of the path are involved in the update process.

In general, although these schemes can reduce the latency encountered during handoff,
which in turn reduces service degradation during handoff, these schemes cannot provide any
guarantees for a new session establishment. In addition, the existence of the old reservation
during the establishment of the new request result in decreasing the utilization of the network
resources. To avoid the scalability problem, Lo et al. [73] use RSVP to establish a static subnet-
work path between any two neighboring subnetworks. These subnetworks paths are configured
with resource reservations in an aggregate manner. Buffers are used to store in-flight packets
during handoff, while advance resource reservations along neighboring subnetwork paths is
carried out to reduce the packet loss. The Hawaii project [74] combines resource reservation
with application dynamic adaptation to provide the best possible quality of transmission con-

sidering the level of resource reserved and the current network load. Resource reservation is
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carried-out repeatedly by the user rather than by the system. Although their model is simpler
than other reservation based techniques, it does not provide any specific quality, but rather only

the best quality that can be provided under the experienced conditions.

2.6.4 Network-level Based Adaptive Management Approaches

In order to support different applications requirements in the presence of scarce and variable
resources in wireless environments, different network level adaptive architectures have been
proposed in literature. In the Havana framework [75] Gomezet and Campbell propose an adap-
tive QoS framework for wireless networks. Their work is based on three different control
mechanisms that operate over distinct adaptation time scales. At the packet transmission level,
a packet based channel predictor determines whether to transmit a packet or not depending on
the state of the wireless channel. At the packet scheduling time scale, a compensator credits
and compensates flows that experience bad link quality. In the third mechanism, an adaptor
regulates flows taking into account the ability of the wireless applications to adapt to changes
in the available bandwidth. Ahn et al. proposed SWAN [76]; a network model that uses
feedback based control mechanisms to support real-time services and service differentiation
in mobile ad hoc networks. An explicit congestion notification (ECN) is used to dynamically
regulate admitted real-time sessions in the face of network dynamics brought on by mobility
or traffic overload conditions. Rate control is designed to restrict best effort traffic yielding
the necessary bandwidth required to support real-time traffic. While dynamic admission con-
trol can be very effective in resolving the congestion problem in the resource-limited wireless
networks, generalizing admission control to be the only correct solution to all encountered con-
gestion situations may not always represent an effective policy. The Timely framework [77],
developed at the University of Illinois, provides mechanisms for adaptation based on capturing

the requirements of the mobile flows. A revenue model for resource usage along with a re-
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source adaptation algorithm that seeks to maximize the network revenue while satisfying QoS
requirements of the flows is used. The AQuaFWiN architecture [78] utilizes a generic feed-
back mechanism to support adaptability at all layers of the wireless network. Mobile hosts are
grouped into clusters. Each cluster has a cluster head chosen by a distributed election protocol.
Clusters are connected to base stations which provide connection to wired infrastructure and
mobility support. A group of base stations are connected to a special node called the super-
visor node (SN). The network layer uses feedback information to initiate a handoff. During
handoff the SN can indicate to the gateway via the feedback packet that future packets need to
be sent to both the current SN and the potential new SN. INSIGNIA [79] is a simple signalling
mechanism which can be combined with a variety of routing protocols. The INSIGNIA pro-
tocol provides per-flow QoS by piggy-backing soft-state reservations onto data packets in an
IP option field. If soft-state reservations are not renewed with a certain time interval, they are
withdrawn.

While these approaches clearly address the needs of scalability and service quality, they do
not address the important issue of mobility, which complicates the delivery of QoS in wireless
networks. Without any flexibility to frequently adjust the delivered QoS according to the status
of the underlying network, any guarantees for hard QoS are easily violated as the users move

from one location to the other.

2.6.5 Extensions for Differentiated Services

In [80], a new model for supporting DiffServ in wireless networks has been proposed. Each
radio cell (or the related base stations) in a geographic area is associated with a registration
domain. The registration domain is responsible for identifying new users as well as performing
admission control. A bandwidth broker manages the resource allocation over the DiffServ

registration domain. Once the mobile terminal is admitted to a registration domain, it can hand
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off to other cells within the domain without the involvement of further call admission control
in the bandwidth broker. In [81], the bandwidth broker configures the resources allocated to
different service classes on different paths as well as the resources on the possible new paths
for handoff.

The main limitation of the above schemes is that parameters such as the number of cells
belonging to each domain, the resources allocated to each service class in each base station,
and the resource commitment statically to users are dependent on many varying parameters
such as the traffic loads and resource availability. These parameters have enormous effects in
blocking and handoff dropping probabilities and hence the delivered QoS. We argue that, in a
wireless network characterized with resource availability fluctuates static configurations do not

present efficient suitable management solutions.

2.7 End-to-End QoS Schemes for Heterogeneous Networks

The BRAIN QoS architecture [82] is based on the IETF Integrated Services and RSVP and
Differentiated Services (DiffServ) architectures. The fundamental concept is to use IntServ
parameters and RSVP signalling to communicate application requirements to the connecting
network, and to provide the actual service differentiation with the DiffServ scheme. DISCIPLE
[83] is another ongoing project at the Center for Advanced Information Processing, Rutgers
University, to achieve adaptive collaboration for wired and wireless platforms using XML as
the focus of a data-centric architecture to dynamically adapt data, shared between different
platforms. An end-to-end negotiation protocol (E2ENP) have been proposed in [84]. E2ENP
uses session initiation protocol (SIP) [85] to transfer control data and an extensible description
model, based on extensible markup language (XML), to specify system characteristics and QoS
parameters. The E2ENP model consists of a tree of QoS specifications. These specifications

are defined at different levels of abstractions. The root of the tree is associated with a QoS
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specification that imposes general constraints on the amount of resources used by all of the
sessions along with their corresponding streams. Each leaf of the tree is associated with a QoS
specification that represents the application QoS contract for the given stream. Negotiation is
performed by resolving an adaptation-rule predicate associated with each subtree. Resolving

this predicate instructs the system to enforce the QoS contract for that child.

2.8 Automated Management of QoS-Enabled Networks

As illustrated earlier, current adaptation approaches in the literature present simple adaptation
algorithms which offer suboptimal solutions to the QoS management problem. Dynamic self-
adaptation in response to changing QoS needs, resources availability, service cost, perceived
performance of the network components or even neighboring networks, will become an essen-
tial operation in future networks. To our knowledge, automated adaptation have seldom been
exploited at the network layer. This can be attributed to the lack of practical solutions for adap-
tive control in general. In the following, we investigate some of the few trials for automating
one or more of the network management functionalities.

In [86], a self-adaptive routing mechanism has been proposed. Users are allowed to specify
requirements related to the paths used in routing their packets, such as selecting the path with
the highest QoS or the path with the least power consumption. The network then observes
its state in a distributed manner. These observations are then fed to a random neural network
(RNN)-based reinforcement learning mechanism which runs autonomously at each node to
make routing decisions based on an estimate of QoS. These routing decisions are restricted to
certain packets, which then inform the source about the paths they have found with the best
QoS. These paths are then used by the payload carrying packets until a better path is found. An
application level self-adaptive mechanism has been presented in [36]. Applications adapt in

real-time their internal settings (i.e., video sizes, audio and video codecs) to the unpredictably
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changing capacity of the network. A genetic algorithm is used to decide when to trigger the
adaptation process while a rule induction algorithm is used to select the new QoS settings.
The CADENUS (Creation and Deployment of End-User Services in Premium IP Networks)
project [87] attempts to automate network service delivery. Mediation components are used to
represent the main actors involved, namely, users, service providers, and network providers,
and define their automated interactions. By defining roles, responsibilities, and interfaces, the
service deployment process is decomposed into a set of sub-processes whose mutual interac-
tions are standardized.

Autonomic Computing, launched by IBM in 2001 [88], is an emerging technology that
aims at allowing users to transit transparently and dynamically between different providers and
service domains. To gracefully perform this transition, automated selection of service con-
figurations, reallocation and monitoring must be carried out with minor intervention of users
and system administrators. The system must be able to make service selection and adaptation
decisions autonomously and intuitively, without the users’ awareness. However, these deci-
sions must be frequently evaluated to ensure their feasibility in a dynamic environment with
continuously changing parameters. Although, in theory, autonomic computing essence seems
to provide the ultimate solution for the complex management problem, in general, research
efforts towards autonomic management are still in their infancy and are still faced with many

challenges before being realized as a successful solution.

2.9 Discussion

This chapter discussed, in details, various approaches proposed to address the issue of pro-
viding QoS support to multimedia applications in wired, wireless and hybrid systems. The
development of QoS management schemes such as IntServ and DiffServ made it possible to

provide some QoS guarantees to the users in a wireline network. Nevertheless, it is generally
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difficult to promise a specified level of QoS to a mobile user since there may not be enough
resources in the part of the network that the user is moving into. However, in order to provide
real-time services, it is necessary to provide some level of QoS guarantees, at least statisti-
cally, to these mobile users. By investigating current research contributions in literature, the

following key conclusions are reached.

¢ Current QoS mechanisms mostly cover only a single facet of the global QoS management
problem (e.g., either limited to application or network components reconfigurations). An
adequate QoS coordination mechanism should cover all components and layers (e.g.,
users and application requirements and mobility effects). Furthermore, it should incor-
porate mapping between different classes and types of QoS parameters, orchestrating,

respectively, various system facets.

e Static network components configuration is inefficient to manage traffic at the aggregate

levels.

o Current approaches lack the ability to learn from current and past management experi-

ences resulting from the applications of different QoS management strategies.

e Due to heterogeneity in methods used to specify users’ requirements, little research has
been carried out to include the effects of these requirements and their dynamicity on

management functionalities.

e Users have little or no control over their perceived quality of service. While current
applications allow limited users interaction, (e.g., the choice between low, medium, high
quality of a streaming media). Users must be involved in the selection of adaptation
methods based on the available services, cost of service, their locations and their terminal

characteristics. For instance, a user will sacrifice the quality of an interactive gaming
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application for a reduced cost, while the quality of a distance learning application is

appreciated over the cost of this service.

¢ Higher costs of maintenance of existing management models due to the reliance on hu-

man operators,

Earlier architectures for QoS management primarily focused on providing applications with
APIs, while manually configuring adaptation strategies in response to changes in the applica-
tions requirements. The work in this dissertation is concerned with developing an autonomous
management system that can perform QoS management without human operators’ interven-
tion. Furthermore, the proposed work is the first to utilize users’ movement prediction and
detected network anomalies proactively, in order to avoid experienced latency and packet loss
due to users’ movements and handoff operations. The framework also actively monitors the
behavior of the underlying network in order to proactively adapt system configuration while

maintaining a smooth delivery of services.
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Chapter 3

Autonomous Management of Hybrid

Systems

As mentioned earlier, the main thrust of this dissertation is focused on developing novel ap-
proaches that can be employed to attain an automated management of networking systems
based on a prediction-based adaptation paradigm. To this end, the following chapters will de-
velop schemes to perdict/adapt the network status. These schemes are intended to be developed
as components in a unified framework to achieve the objective of management automation.
However, in order to fully describe the role of these components, it would be necessary to first
provide a general overview of their functionalities and how they can, through their interactions,
automate the management operations. For that purpose, this chapter lays out an architecture
that ties these components together and coordinates their functionalities.

The chapter proceeds as follows. Section 3.1 describes the assumed underlying network
model. A detailed description of the requirements of an autonomous QoS management system
are presented in Section 3.2. An outline of the proposed approach is given in Section 3.3.
Different functionalities of the framework components are discussed in Sections 3.4, 3.5, 3.6

and 3.7. The interactions between these components are discussed in Section 3.8. Finally,
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salient features of the proposed framework are presented in Section 3.9.

3.1 The Underlying Network Model

3.1.1 Network Model

In this section, a sample network which will act as the basic infrastructure for subsequent
discussions is presented. Figure 3.1 illustrates a simple reference model for the assumed un-
derlying hybrid communication system. As shown, a typical communication system consists of
one or more access networks connected together. An access network is an IP network to which
users are directly connected. Examples of access networks are corporate networks, Internet ser-
vice providers (ISPs) and educational organizations. Each access network represents a single
administrative domain. Access networks can implement different technologies, such as Uni-
versal Mobile Telecommunications Systems (UMTS), wired Local area networks (LANSs) or
wireless LANs (WLANs). Each access network consists of clients, edge routers, core routers,

and policy servers. All access networks provide differentiated services.

Policy Server

AP: Access point BS: Base station
CR: Core router ER: Edge router

Figure 3.1: The network reference model.

A client’s terminal can be a fixed terminal, a wireless IP phone or mobile/wireless device.
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While clients have the option of having pre-configured QoS requirements in terms of Service
level agreements (SLAs) [23], they can further specify and dynamically change their require-
ments as will be described later in details.

An edge router (ER), located at the boundaries of any domain, is responsible for performing
multiple functions for QoS managements. It acts as a gateway for supporting clients request-
ing services. One of the main functionalities of edge routers is to enforce policies related to
accepting/rejecting incoming requests. It is also responsible for performing traffic shaping and
policing on all incoming traffic. In addition, edge routers aggregate all incoming flows into
different QoS classes. Edge routers can be further classified into ingress router that are respon-
sible for receiving all incoming traffic from different domains and egress routers which are the
traffic end points that dispatch traffic to other domains.

A core router (CR) is any IP router connected only to edge routers and in the path of
packets between clients. They are responsible for differentiating the treatments of different
flows according to the classes assigned to these flows by edge routers.

A network management component, referred to as the policy adaptation agent (PAA), is
responsible for controlling all QoS usage related functionalities. Details of these components
will be described later in subsequent chapters. The focus of this work is the management

components and their functionalities.

3.1.2 Layered Model

The assumed layered model, shown in Figure 3.2, is comprised of end users, using end-system
devices which run applications communicating with its peers. Applications utilize the device’s
operating system components, e.g., buffers, shared CPU and Input/output interfaces, to access
the underlying network. The network cloud consists of hardware devices (e.g., switches and

routers) and software components (e.g., buffers, schedulers, classifiers). The components of
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the proposed architecture span different levels of the layered model. At both the user and
application levels the architecture components are responsible for monitoring and predicting
possible changes in the demanded QoS. Meanwhile, the network management components,
residing at the network level, proactively performs adaptation functionalities to best meet those

changing requirements.

End-to-end User perceived QoS
End user .
- End-system - - “End-system s
Application level QoS ¥ m
Running Application | | << ————————— o= l Running Application || [.[3
v - : — Tt | @
2 -+ Operating system o
u s+ Device hardware’

Network level QoS
> >

——TT

Network cloud

Figure 3.2: The layered reference model.

3.2 QoS Management System Requirements

This section summarizes the requirements of an autonomous QoS management architecture.

These requirements refer to the desirable features that the architecture should possess.

e Flexibility: The management system must support a broad range of applications and

provide services for different users with diverse QoS requirements.

o self-learning: The system must be able to learn from knowledge gained from past ex-
periences. In other words, the system’s QoS management strategies should be evolving

gradually with the gained system experience.
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o Autonomous: The management architecture must be able to dynamically reconfigure
its components and adapt its behavior to maximize both system utilization and users

satisfaction.

e self-observing: The management system must include a layer in its architecture to mon-
itor its components behavior patterns and detect service deterioration, violations and

anomalies.

o self-diagnosis and repair: The system must possess the ability to restore and correct any

dysfunctional management task with minimal external intervention.

¢ The management system must predict and react to changes to the requested QoS during

the lifetime of a user session.

¢ The management system must satisfy different business requirements as imposed by

network administrators.

e The management system functionalities must abide with a set of network-level con-
straints that specifies availability of underlying resources, mechanisms and physical lim-

itations.

e The system must provide users with a flexible tool to specify a their QoS requirements as
functions of different parameters such as their locations, time of the day, type of running

application and number of applications running simultaneously.

¢ The management system must shield applications from the complexity of the underlying

QoS specification and QoS management.

¢ Novice users must be shielded from the burden of having to specify QoS requirements

in terms of complicated QoS specifications.
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¢ Experienced users can negotiate with the management system to specify their QoS re-

quirements in either an abstract level or a more detailed network related parameters.

3.3 Proposed Management Architecture

The proposed framework, henceforth referred to as: the AUTOnomous NEtwork Management
Architecture, or AUTONEMA for briefly, is based on a prediction-based adaptation mecha-
nism. The rationale behind AUTONEMA is to employ all available knowledge pertaining to
users, applications, network components and surrounding environment to predict the future
status of the managed entities and requested services and to proactively act to maintain the sys-
tem in an optimal state with respect to two major objectives. The first is to maximize resource
utility relative to a set of pre-dictated higher-level business goals, whereas, the second objective
i1s to maximize the satisfaction of serviced users according to their own services preferences.

AUTONEMA is modelled as a quadri-layer system in which the different components are
referred to as agents. However, the presented work does not impose any restrictions on the
technologies adopted for realizing the proposed system.

As depicted by Figure 3.3, agents are categorized by their mainstream functionalities,
where agents performing similar functionalities are grouped in a single layer. Typically, those
functionalities belong to one of four major categories, namely, information gathering, predic-
tion, service adaptation and network monitoring. Agents in the first layer of AUTONEMA
perform information gathering, and are further subdivided into agents that act on behalf of
users, applications, domain and network administrators. Information gathered by agents in the
first layer is then supplied to agents in the second layer which are responsible for performing
the prediction functionality. Those agents cooperate to predict future changes in the network
through utilize user’s information, such as her profile, location and terminal characteristics, to

predict possible future changes that would affect the characteristics of the requested and/or the
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delivered service. In addition, they utilize network -related information, such as alarms and
traffic loads, to predict conditions of network components. Predicted information is subse-
quently fed to agents in the third layer to adapt the network behavior accordingly. A feedback
mechanism is achieved through information obtained by monitoring agents, existing on the

fourth layer, to ensure that the applied adaptation strategies perform as intended.

In AUTONEMA, agents are aided with policies as a tool that facilitates their tasks. On one
hand, policies are used to assist in the process of describing service preferences with respect
to various conditions. For example, a user may specify a policy indicating her preference in a
cheap service when she is away from her home network, and her willingness to pay more to get
a better service when she is in her home network. However, when her device is battery operated
she would prefer to reduce its utilization regardless of her location. Another example is a policy
specified by an administrator dictating that on weekends, a higher preference should be given
to media streaming traffic, whereas, during weekdays, file transfer traffic receives a higher
priority. On the other hand, at the network-level, policies are used to aid adaptation agents
in controlling behavior of network components through the dynamic assembly/disassembly of
control policies. An example of this type of policies is a policy that shapes traffic belonging to

a certain type of traffic when the network is congested.

Agents at the first and fourth layers are merely specialized workers that operate on data with
no assumption about any embedded smartness. Conversely, intelligence is built into agents at
the second and third layers to support the autonomous reasoning about supplied information
and the decision making with regard to specific adaptation strategies, respectively. Figure
3.4 provides a schematic representation of the data flow among the different agents in the
framework. The following sections discuss, in further details, the design and functionalities of

the agents at different layers.
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3.4 Information Gathering layer

Agents at this layer are concerned with capturing the necessary information that will be used by
other agents to infer future changes in the underlying environment. The idea behind utilizing
agents at this level is to build wrappers around available information sources in order to allow
them to conform to one uniform convention of the developed architecture. Hence, to this
end, we assume the availability of information providers that can deliver the data requested by
prediction agents, concerning users, devices, applications and network components. It is also
assumed that agents at this layer can integrate different sources of data to obtain the required
knowledge and are capable of transforming collected data into a uniform format as described
elsewhere [89].

Due to the dynamics of underlying environment, it is expected that users will continuously
desire various service requirements depending on their current context. Hence, to minimize
the user’s involvement in such operations, agents at this layer maintain a list of preferences,
as described by users, applications and administrators, in terms of policy structures. Table 3.1
presents a sample of these policies. The following subsections present, in further details, the

various types of information gathering agents.

3.4.1 User Agent (UA)

The involvement of the user’s actions and preferences plays a major role in the process of
future predictions. A user agent (UA) utilizes pre-specified user-policies along with a list of
user’s preferences and terminal characteristics to encompass a view of users’ future service se-
lections. In addition, it acts as an information source to lower-layer agents. One way to access
user-related information is through the content capabilities/profile preferences (CC/PP) frame-
work [90] or a user-profile provider (e.g., [91], [92]). Throughout the rest of this work it is

assumed the availability of a reliable user-profile provider such that it can deliver the required
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Table 3.1: Sample of policies as collected by different information gathering agents

Layer Sample Policy

User Pyt if (Location # home A Application = ”VoD”) then Service Qual-
ity = high A Availability > 80% A Response Time < 300 ms A
priority(Quality)> priority(Availability)

policies P3*: if (Application= "Transaction”) then Service Quality = low A
Availability > 95% A response time < 150 ms

Py3': if (Destination= "work”) then Security = high A Information

Loss < 5%

Application P if (Application= “interactive” and Video Quality= low) then
Frame Rate> 15fps A Frame Size>"640x480”
policies Pg: if (Application = ”VoD” A Available Bandwidth> 2Mb/s) then

Frame Rate> 15fps A Color Depth =24 bits

Administrative P{’: if(Network-status= “congested”) then decrease assigned BW to
Bronze class by 30 %

policies P} if (Destination= "BuildingA” A 9:00<Time< 12:00 ) then prior-

ity > all other traffic

information through a query/response manner. The UA continuously analyzes maintained in-
formation and monitors events that would trigger one or more of the user’s policies. Once a
policy is triggered, the UA reports the necessary actions to be taken to a specialized prediction

agent.
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3.4.2 Application Agent (AA)

Similar to the UA, an application agent (AA) maintains information specific to running ap-
plications, typically represented in the form of a profile. A typical application profile [93]
describes various characteristics of the expected requirements and respective performance of
an application as well as policies, or adaptation strategies, an application is expected to follow.
Examples of application characteristics are: bandwidth utilization rate, acceptable loss range
in data rate and accepted data loss patterns (e.g., distributed and bursty). An example of an
application-policy is to reduce the frame rate in case of reduced bandwidth if the user is sat-
isfied with a medium image quality, otherwise, it should reduce the frame size. Applications
profiles, supplied by the AA will be used by prediction agents to map expected users’ demands
in terms of specific resources needs.

While the creation of applications profiles is out of the scope of this work, without loss
of generality, we also assume the existence of such profiles for most used applications that

serviced users might run such as fip, http, and video streaming.

3.4.3 Environment Agent (EA)

Environment agents (EA) gather and describe information regarding the landscape and envi-
ronment of the user using modified Spatial Conceptual Maps (SCMs) [94]. Details concerning

EA functionalities and SCMs will be discussed in Chapter 4.

3.4.4 Domain Agent (DA)

A domain agent (DA) represents a wrapper agent around network related information. It main-
tains a list of high-level administrative policies and objectives (e.g., P? and P? in Table 3.1).
and provides the means for their translation into network level objectives [19], [20]. When

the conditions of one or more of these policies are satisfied it translates their corresponding
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actions and communicates the resulting network level objectives to the network side prediction
agent (NSPA) at the third layer of the architecture. It also maintains a list of network related
information sources such as the domain’s management information base (MIB) [95]. Hence,
the DA provides an interface between the network information sources and the other agents in
the management architecture. It can answer queries related to characteristics of network com-
ponents such as the physical limitations that can be imposed by routers features (e.g., memory

size, CPU speed and link bandwidth).

3.5 Prediction Layer

A key component to proactive management is the ability to predict more complex knowl-
edge about involved entities (e.g., users and network components) and possible events (e.g.,
new/modified service request) that can trigger changes in the delivered and/or requested ser-
vices. In AUTONEMA, service prediction is carried out through a two-step process. In the
first step, concepts of evidential reasoning of Dempster-Shafers theory [96] are utilized to in-
fer more complex knowledge about users and network conditions using information supplied
through the top layer agents. The goal of the second step, is to ensure that the predicted
information is simplified into a formalism that can be used by agents in the lower layer to per-
form the necessary automated service adaptation. This step is realized through the dynamic
construction of several multi-attribute utility functions [97] that efficiently describe predicted
service requests.

The prediction step is performed by two types of specialized prediction agents (PA), namely,
mobility Prediction agents (MPA) and network-status prediction agents (NPA). The step of for-
malizing future service requirements is carried out by the user-side service prediction agents
(USPA) and network-side service prediction agents (NSPA) to represent services at users and

aggregate levels, respectively. A more detailed picture for the operation of these agents is given
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next.

3.5.1 Mobility Prediction Agent (MPA)

An important factor that affects the quality of the delivered services is the user’s movement. To
tackle this problem, the MPA is responsible for predicting future location of the user, assessing
its effects on the QoS, and delivering such information to the USPA, where a change in the
user’s location, particularly from one domain to the other, may trigger the renegotiations about
services qualities. The problem of user’s location prediction has been the subject of an intensive
research and results have been reported in [98], [99], [100]. Details of the functionalities of the
MPA which involve the development of a novel scheme for mobility prediction are discussed

in Chapter 4.

3.5.2 Network-status Prediction Agent (NPA)

A network-status prediction agent (NPA) is a specialized agent that infers the behavior of the
underlying managed network components through the analysis of different sources of data.
More precisely, it generates predictive alarms with regard to the network conditions based on
the measurements of network monitoring variables (e.g., buffer overflow and CPU utilization
level). Examples of these predictive alarms are a congested network, a failed server, a broad-
cast storm and users misuse. These alarms are passed to the DA which in turn compares these
alarms against the maintained administrative policies in order to decide whether a policy may
be triggered in response to those alarms and communicates any resulting new network objec-
tives back to the NSPA. The later may decide to change and renegotiate service offerings based
on these objective, or directly prompt the policy-based adaptation agent (PAA) at the fourth
layer to reconfigure the underlying network components.

The NPA adopts a novel approach for automated fault diagnosis through the utilization of
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statistical analysis and evidential reasoning [96]. Details pertaining to NPA functionalities will

be discusses in Chapter 5.

3.5.3 User-side Service Prediction Agent (USPA)

The user-side service prediction agent (USPA) is the entity that communicates the user’s spe-
cific service requirements with network agents. It analyzes different service requirements,
based on information collected through UAs, AAs, and MPAs. (Figure 3.5(a) depicts agents
interactions with the USPA), and consolidates these requirements into a mathematical formal-
ism. When a higher-level user or application policy condition is satisfied, upper layer agents
notify the USPA to perform the necessary service reconfigurations to satisfy the triggered pol-
icy’s actions. This functionality is realized in two basic steps. The first is concerned with the
translation of higher-level goals into a corresponding multi-attribute utility function (MAUF)
that formalizes those goals. The second step utilizes the constructed function to evaluate ser-
vice offers by different service providers and to select the service that best matches user re-

quirements.

Dynamic construction of MAUF

Figure 3.5(b) depicts an example of translating a user-policy into a MAUF. The key idea of
dynamically constructing MAUF is rooted in the utilization of a decision theory known as
the multi-attribute utility theory (MAUT) [97]. A USPA agent formulates the user/application
preferences by a dynamically constructed MAUF, denoted by 2/(X) and has the following

form,
n n m
U(X) = ZwiZ;”:lwijuij(:cij) Zwi = 1, Vi ZUJ,']' =1 (31)
i=1 i=1 j=1

In (3.1), z;; quantifies the preference assigned by the user/application for the j-th attribute,

in feature ¢ and w; and w;; are their relative weights. Examples of the utility features and the
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corresponding attributes have been given in Section 2.2 and in [101]. X represents a matrix
whose (4, j) entry provides z;;.

u;;(.) is the normalized utility of z;;. The utilization of L4 (X) reduces the problem of satis-
fying user requirements to finding the value of a matrix X that maximizes 2/(.). The utilization
of the MAUT allows for a unified manner to evaluate different and sometimes conflicting pref-
erences of users.

The construction of the user MAUF involves the calculation of the relative attribute weights
as well as the selection of the utility function that best describes the relevance of a certain fea-
ture. Utility weights are selected based on both users and applications policies according to a
normalized linearly increasing function calculated based on the degree of importance of each
feature with respect to other ones. The utility function is selected from a set of predetermined
normalized utilities where several parameters are dynamically adjusted based on the applica-
tion nature and user’s tolerance for variation in the corresponding service feature. Details of

mapping methodologies can be found in [19], [20], [21].

Service selection

Once constructed, the MAUF is used to aid the negotiation process with different network-side
service prediction agents (NSPAs) to construct a dynamic service-level agreement. Through
the negotiation process, the USPA obtains different offers described by a matrix Xiy, . The
utility of each offer is calculated using (3.1) and the service offer that maximizes the utility
value is selected.

Once agreed upon, XY, is used by the adaptation agent to perform network related func-
tionalities to deliver the required service.

Figures 3.6(a) and 3.6(c) depict two different two-dimensional utility functions, Ug‘u (Zdelay, TBwW)
and Ué;?u (Zdetay, TBW ), With respect to the user’s preference for service quality. Similarly, Fig-

ures 3.6(b) and 3.6(d) depict two different functions, Ug! ( vaitabitity T Response) a0d UL (% Avaitabitizy,
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Figure 3.5: USPA MAUFs construction steps

T Response), describing user’s preference in service reliability. The first feature is expressed in
terms of allocated bandwidth and experienced delay. Similarly, service reliability is represented
in terms of service response-time and availability.

As shown, Uglu( ) expresses a more strict preference for the service quality over Ug'?( ).
On the other hand, U,I;;(.) expresses the user stringent requirements for service response-time
and availability over, Uz! (.).

These four functions are used to construct 4, and U,, Figure 3.6, describing a single user’s
preferences with respect to two applications, video streaming and transaction processing, as

expressed through the user’s policies P and P} (table 3.1), respectively.

3.5.4 Network-side Service Prediction Agent (NSPA)

The network-side service prediction agent (NSPA) is responsible for maintaining a set of

network-level objectives O C O that describe requirements for offered services. This set
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reflects goals of administrative policies as obtained from the DA. The objectives space, O, is
the Cartesian product O : C x X, where C is the space of classifications that a traffic may
belong to. Therefore, an element C; € C can be a class of service for flow aggregates or an
individual flow specification, e.g., IP source/destination addresses or MAC addresses. X is the
space of features that characterizes a class C; such as the service quality and cost. Examples
of two objectives are O;(Gold, 10c/min, 10Mb/s, 99% availability, 10ms delay, 3ms jitter) and
O»(IP_source = 122.145.1.20, 10c/min, 2Mb/s, 100ms delay).

The NSPA also relies on the interactions between the DA and the NSPA to dynamically
change the set of network objectives. For example, a network performance deterioration due
to a predicted server failure or a congested network as determined by the NPA (as will be de-
scribed in details in Chapter 5, may result in triggering an administrative policy stored by the
DA (see P} in Table 3.1) which dictates that the bandwidth assigned to the "Bronze” class of
service should be reduced by 30%. In this case, the triggered policy actions will be communi-
cated through the DA to the NSPA in order to change its current set of objectives.

Finally, NSPA utilizes the objectives set to negotiate with other NSPA in neighboring do-
mains. The end result of the negotiation process is a set of contracted inter-domain Service
agreements. Similar to the USPA, the NSPA uses service objectives to construct a network-
side MAUF that represents the utility of each service features such as service quality, cost and
reliability. This function is used to evaluate offers from neighboring domains during negotia-
tion. Finally, as described before, the NSPA interacts with USPAs, acting on behalf of users,

to construct dynamic service agreements.

3.6 Adaptation Layer

The goal of this layer is the continuous adaptive management of the behavior of the underlying

network components to best meet the current users’ demands and administrative objectives as
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delivered by the NSPA. In this dissertation, policies are used as tools to guide the dynamic
reconfiguration of network routers. The proposed scheme at this layer is mainly concerned
with adapting network-level policies to meet changing objectives as they are obtained from
the NSPAs. This problem is approached from a new perspective through posing this task as a
problem of learning from current system behavior while creating new policies at run-time in
response to changing requirements. Given sets of network objectives and constraints, policies
are assembled at run-time. These tasks are carried out by the policy adaptation agent (PAA),

which will be discussed in details in Chapter 6.

3.7 Monitoring Layer

Network monitoring refers to collecting raw data about network status such as bandwidth and
latency. Based on the traffic generated, network monitoring methods can be classified as either
active or passive methods [102].

In active monitoring, network measurements are done by sending additional testing mes-
sages. This approach inevitably introduces extra traffic to the network. Active monitoring can
be established either through simple probing services, e.g., standard ping [103], running from
a single host or through complex monitoring systems with probes distributed in the entire net-
work. For example, to measure packet delays, probe packets are assigned a timestamp, and
on receipt the round trip time (RTT) can be calculated. Another example of complex active
probes is the agent system proposed in [102]. The IETF One-Way Active Measurement Pro-
tocol (OWAMP) is another example of a monitoring protocol supporting one way active delay
measurements [104]. With the cost of extra traffic, active monitoring can have more control
in the monitoring process. It can easily measure the characteristics of an entire network path
between two hosts such as: packet RTT, average packet loss, and available bandwidth, but it is

hard to get information about a single point in a network.
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In contrast to active methods, passive monitoring techniques [105], rely only on the traffic
that applications generate as they communicate with other nodes in the network. The network
status information is piggybacked on packets traversing the network, so it will not cause extra
traffic in the network. The most well known passive monitoring used is the Simple Network
Management Protocol (SNMP).

Although, passive monitoring is more accurate than active techniques, since actual user
packets are measured, fast processing is necessary to measuring all actual user packets securely.
Otherwise, it can easily lead to outdated knowledge. In our proposed framework we rely on

passive monitoring techniques, particularly through SNMP, to capture the status of the network.

3.8 Agents Interactions for Service Negotiation

One key issue in AUTONEMA is the automated interactions and negotiation among agents
at various layers. One typical problem occurs as agents with conflicting objectives operate
independently to achieve their tasks. An example of such situation occurs during service ne-
gotiation between NSPAs and USPAs as well as among NSPAs. To resolve this issue, both
agents must also have to embed the desire to cooperate to achieve their respective goals. This
is achieved through a simple form of a predicated negotiation protocol. In the context of AU-
TONEMA, we adopt an argumentation-based approach [106] where agents interact through
a negotiation protocol that includes exchanging proposals, critiques, and counter-proposals.
The negotiation process is initiated by either USPAs or NSPAs due to either the initiation of
a new user/administrator request or a change in preferences. Once the required preferences
are captured, they are broadcasted to servicing NSPA agents to serve as an initial criterion that
describes the service request for initial service negotiation. Upon receiving a service request,
each NSPA in the contacted domains matches these preferences with one of its available ser-

vice classes. The agent then replies with a proposal for a service class. In turn, the requesting
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agent evaluates all received service offerings and utilizes its constructed MAUF to select the
best matching offer. Optionally, negotiation can proceed by sending a preference update in the
form of a service critique, in which the agent can request one or more incentives, such as a bet-
ter level of security or better guarantees on service timeliness. The contacted agent, will then
have the choice of offering a counter-proposal with its final offerings. Finally, the negotiation
is terminated by the requesting agents accepting the best available services.

In the following chapter, details describing functionalities of each of the presented frame-
work components will be presented. Performance analysis and results for each of these com-

ponents will also be demonstrated.

3.9 Features of the Proposed Framework

The main salient features of the proposed framework may be summarized, based on the pervi-

ous discussions, as follows,

e Separation between three major correlated functionalities; network status prediction,
mapping of users and application requirements into network level objectives and adaptive

configurations of network components.
o Incremental developments of functionalities of different components at each layer.
e Consideration of the effects of users mobility on the delivered QoS in wireless networks.

e Consideration of the importance of earlier network anomaly diagnosis to maintain a

smooth service delivery.

e Proactive response to possible deteriorations in the delivered QoS aiming to achieve

seamless services.
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o Utilization of knowledge of past experiences learnt from previous management decisions

to adapt network components to best suit current environment status.
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Chapter 4

Mobility Prediction Scheme via

Dempster-Shafer

As illustrated in the previous chapter, user mobility prediction represents a key component in
assisting handoff management, resource reservation and service pre-configuration and hence
in achieving seamless QoS delivery. This chapter presents a novel scheme for user mobility
prediction that can accurately predict the travelling trajectory and destination using knowledge
of user’s preferences, goals, and analyzed spatial information without imposing any assump-
tions about the availability of users’ movements history. This chapter is organized as follows.
Section 4.1 introduces concepts of mobility prediction schemes and highlights the motivations
behind the proposed scheme. In Section 4.2 related work and existing approaches are briefly
discussed. The key idea of utilizing contextual knowledge for mobility prediction is introduced
in Section 4.3. Section 4.4 introduces the necessary background of Dempster-Shafer’s theory
of Evidence. The proposed scheme is described in Section 4.5. In Section 4.6 a simulation
model and results are presented, along with an analysis of prediction performance. Finally,

Section 4.7 concludes the chapter.

78
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4.1 Introduction

With the current advances in the field of wireless technology, fast and accurate mobility predic-
tion techniques have become one of the main topics in current research efforts. The importance

of mobility prediction techniques can be seen at both the network and service levels.

At the network level, there are several management tasks that are deeply influenced by the
user’s mobility. These tasks include handoff management, flow control, resource allocation

[99], congestion control, call admission control, and QoS provisioning [107], [108].

At the application level, the importance of mobility prediction techniques stems from the
Mobile Location Services (MLS) [109], [110], [111] which provide the users with enhanced
wireless service based on a combination of their profile and their current or predicted loca-
tion. Examples of such services are pushed online advertising, map adaptation, user-solicited
information such as local traffic information, weather forecasts, instant messaging for com-
munication with people within the same or nearby localities, mapping/route guidance, and

directing people to reach their destination.

While there have been several attempts to address the issue of mobility prediction [112], [113],
[114], [115], [110], [116], [117], [118], [107], [119], [120], [99], [98], [121], [108] most of the
existing techniques are based on the use of historical movement patterns pertinent to the users
in order to calculate their possible future locations. These techniques are based on the assump-
tion that the user’s movements follow a specific pattern and exhibit some regularity. In this
case, a training phase is first required during which regular movement patterns are detected
and stored. User’s movement behavior may be highly uncertain and assumptions about user’s
movement patterns should be made with utmost care. Therefore, an obvious disadvantage
arises whenever the user is situated in new locations, or when there is a slight change in the
user’s mobility patterns. Examples of scenarios where past history of users’ movements may

not be available occur when trying to predict the location of a tourist while touring a city, or a
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student navigating for the first time in university campus.

This chapter proposes a novel mobility prediction scheme that can accurately predict user’s
mobility trajectory, while overcoming the aforementioned drawbacks. The robustness of the
proposed work is the result of a two-fold contribution. The first aspect of the contribution
incorporates environment and user contextual information such as real-world maps and user
profile and preferences. This is motivated by the fact that contextual information is now be-
coming a common denominator in mobile environment for adapting services according to the
user’s specific demands and surrounding environment. Therefore, the goal of this contribution
is to gear this available information towards the objective of location prediction.

The second contribution is based on the utilization of the rich mathematical theory of ev-
idence as a tool of reasoning to investigate the user’s behavior concerning his decisions about
his future location. The idea behind such combination of knowledge and reasoning is to im-
prove the overall competence of the prediction algorithm to be able to handle new situations.
A spatial conceptual map (SCM) along with user’s available information, such as his profile,
schedule, and preferences are used to extract important pieces of evidence concerning groups
of possible future locations. These groups are then refined to predict the user’s future location

when evidence accumulates using Dempster rule of combination.

4.2 Related Work and Motivation

A number of schemes for user movement prediction have been reported in literature. In [112]
Tabbane suggests that the mobile user’s location may be determined based on her quasi-
deterministic mobility behavior represented as a set of movement patterns stored in a user’s
profile. In [113] Liu et al. further pursued this method by modelling the users movement be-
havior as repetitions of some elementary movement patterns. A matching/recognition-based

mobile motion prediction algorithm (MMP) is used to estimate the future location of the mo-
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bile user. The main drawback of these two algorithms is their high sensitivity to changes in the
user’s pattern of movement. As the degree of randomness in the user’s movement increases the
accuracy of these algorithms decreases linearly. Simulation results for the MMP algorithm, as
reported in [114], show that the prediction accuracy of the MMP decreases linearly with the
increase in the randomness factor. For example, prediction accuracy can reach 70% for users
who have 30% randomness in their movements, however, it drops to almost 45% if the user’s
randomness factor increases to 50%.

To increase the accuracy of location prediction, recent research trends predict user’s move-
ment through modelling the user’s moving behavior by storing all the possible movement paths
and related mobility patterns that are derived from the long-term history of moving events of
the mobile user. The time-varying location probability, estimated from the movement behav-
ior, is used to predict the future location and arrival time of the user. In Doppelganger [122]
information concerning the user movement is gathered through active badges, Unix logins, and
schedule files. A limitation imposed by machine learning techniques is the large number of
required example locations before the modelling system can be used. In [115] a dictionary of
individual user’s path updates is used as an input to a Markov model. As users move between
cells, or stay in a cell for a long period of time, the model is updated and the network has to try
fewer cells to successfully deliver a call. A closely related work has been carried out by Ash-
brook et al. [110], where a GPS system is used to collect location information over time. The
system then automatically clusters GPS data taken into meaningful locations at multiple scales.
These locations are then incorporated into a similar Markov model to predict the user’s future
locations. In ComMotion [111], the location model is constructed from a set of learnt desti-
nations that the user has categorized. Different pattern recognition models including Markov
models and Bayes models are used for route learning and route prediction.

In general, for statistical prediction methods (e.g., Markov predictors) to succeed, history

patterns must exist a-priori, i.e., sufficient data must be generated to provide reliable estimates
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of transition probabilities. Furthermore, these statistical models are built upon a stability as-
sumption that the user will follow the same behavior for a long period of time to present a
reasonable approximation of reality; an assumption that might not be always true. For exam-
ple, a college student might have a model that was built using the locations of his classes for
an entire semester. When the next semester starts he may have an entirely different schedule;
in this case it might take the entire semester for the model to be updated to correctly reflect the
new information.

A fuzzy inference system was proposed in [116] to estimate the current mobility informa-
tion based on real-time measurements. In [117], a prediction-based location management using
multi-layer neural network (MNN) has been proposed. The MNNs are trained with respect to
the data obtained from the movement pattern of the mobile user for a period of time, before the
prediction scheme is used.

A simulation study was performed in [118] using data collected within ORL (Olivetti and
Oracle Research Laboratory) to track the movement of its staff members for a period of 15 days
using various prediction schemes. Roughly 60% of the data was used to establish a history
database and 40% of the data was used to carry out movement estimations. Although this case
study involved regular movement patterns followed by employees in their usual workplace,
simulation results showed that most prediction schemes have a prediction accuracy ratio in the
range 50 to 70%. Furthermore, higher levels of randomness in the users’ movement can further
degrade the prediction accuracy of these schemes.

In the authors’ opinion there are two limitations for schemes relying on individual user’s
mobility patterns. The first is concerned with the change of user’s behavior. When a user visits
new places in which no past history is available, pattern history-based prediction schemes fail
to work. The second limitation can be related to logging the mobility history for a long time.
This causes recent changes of the user’s behavior to have insignificant impact on the prediction

scheme which must go through a learning phase again before it can function accurately. In
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[107] Soh et al. propose a scheme to overcome these limitations by assuming that a user’s
next move tends to follow the movement pattern of other people in nearby places if they move
in the same direction. Behavioral information can be used to enhance prediction schemes in
order to accurately and adequately represent and deal with incompletely specified situations
which are characterized by partial or even complete absence of knowledge about the users
pervious movement patterns in current location. To emphasize the importance of developing
a mobility prediction scheme that does not impose any assumptions about the existence of a
user’s movement history, the following three scenarios [109] are considered. The first scenario
concerns a tourist visiting a foreign town. The second concerns a new computer science student
at campus. The final scenario concerns a businessman on a business trip away from home. It
is clear that in these three scenarios no movement history can be used to aid in the mobility

prediction schemes and thus other alternative information must be used.

4.3 Contextual Knowledge and Mobility Prediction

Recent trends of mobile computing and communication technologies have highlighted the cen-
tral role of context-awareness in mobile applications and services. The objective of incorpo-
rating context is to acquire and utilize information pertinent to the context of the environment,
the user, or the mobile device to provide services that are tailored to a particular user, place,
time and events. As a consequence, contextual information has become an integral part of
various mobile applications. With the promising advances in context sensing and modelling
systems [123], [124], and the abundance of applications that are geared towards context aware-
ness (e.g., Sensay [125], Aura [126], CybreMinder [127]) it is evident that context information
will be an integral key component in mobile environments. However, in spite of the recent
advances in the research work of context aware computing, the dominant part of this work as-

sumes that location information is an already existing piece of contextual knowledge and aims

Reproduced with permission of the copyright owner. Further reproduction prohibited without permissionyaw\w.manaraa.com



CHAPTER 4. MOBILITY PREDICTION SCHEME VIA DEMPSTER-SHAFER 84

at utilizing it mainly in service adaptation for location aware applications.

The primary focus of the proposed scheme is to effectively employ the available informa-
tion about the context of the user and the environment in the domain of mobility prediction. To
our knowledge this work is the first to utilize available contextual knowledge to predict users’
mobility patterns.

As will be illustrated through simulation results of the proposed work, combining the user
and spatial context dramatically enhances the performance and accuracy of user’s mobility
prediction, particularly in situations that lack the availability of a reliable history for movement
patterns.

The proposed scheme has been motivated by recent advances in the research area of mod-
eling user context (e.g., [122], [91], [92], [128]) and previous work developed by the authors’
research group [129] that proposed a unified framework for a context negotiatior/provider to
automate the acquisition of users context. Based on these developments, the availability of a
reliable user context provider is assumed. It is also assumed that the proposed mobility scheme
can interact with such providers through a query/response form. Further details concerning

these models will be discussed in section 4.5.

4.4 Review of Dempster-Shafer Theory

Dempster-Shafer theory [130], [96] has attracted considerable attention as a successful ap-
proach in dealing with problems of combining different bodies of evidence to reach to decisions
in situations characterized by a high degree of uncertainty (e.g., [131]). The main advantage of
the underlying theory of evidence over other approaches is its ability to model the narrowing
of a hypothesis with the accumulation of evidence, and to explicitly represent uncertainty in
the form of ignorance or reservation of judgment. The theory is based on two ideas: the idea of

obtaining degrees of belief for a related hypothesis, and the idea of applying Dempster’s rule
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for combining such degrees when they are based on different bodies of evidence. The net effect
of Dempster’s rule is that concordant bodies of evidence reinforce each other, while conflicting

evidence erode each other.

4.4.1 Mass belief assignment

Dempster-Shafer theory of evidential reasoning starts by assuming a Universe of Discourse
O, also called Frame of Discernment, which is a set of mutually exclusive and exhaustive
propositions about a domain. Let 2 denote the set of all subsets of ©. Elements of 2° are the
general propositions in the domain with which the theory is concerned.

A function m:2® — [0, 1] is a basic probability assignment bpa if it satisfies that for the
empty set, m is 0; and that the sum of m over all subsets of © is 1. That is:

m(¢) =0, Y m(A)=1 @.1)

A;iCO
The basic probability assignment m is referred to as mass distribution to distinguish it from

the probability distribution. Note that it applies directly to the evidence (subsets of the frame

of discernment ©), not to the elements of © as in traditional probability theory.

4.4.2 Evidence combination

Dempster-Shafer’s theory provides a means for combining beliefs from distinct sources, known
as Dempster-Shafer rule of combination. Suppose mg, and mg, are two bpas of the same 6

from independent bodies of evidence, E; and E;. The combined bpa can be computed as:
— ZXF\Y:C ME; (X)mEJ (Y)

1-K ’ (4.2)
for all non-empty C

mg, © ME; (C)

where K = 3y mEg,(X)mg,(Y). The denominator 1 — K is a normalization factor,

making the sum of mg, ® mg,(C) range between 0 and 1.
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It is worth mentioning here that the orthogonal sum does not exist when K equals 1. In
this case, the sources are totally contradictory, and it is no longer possible to combine them
using (4.2). The application of this rule is valid only when the sources are sufficiently in
agreement. Recently, a number of methods and combination operations have been developed
to circumvent this problem [132]. Nevertheless, this case does not occur under closed-world
assumptions provided that an appropriate modelling approach for the sources of information
has been adopted. Since evidence regarding users’ intentions are generally in partial agreement,

(4.2) can be used to combine the underlying evidence.

The mass function can be discounted by means of the so called discount operation. Let
mg be a mass function on 2. Given a real number 3 and a proper subset X of O, the mass

function m%, defined by

my(X) = (1-B)mg, 4.3)

my(©) = (1-B)mg(©)+4

(VX C 6,8 € [0,1]), is said to take into account the reliability of the information source

providing the belief distributions. Higher [ values indicate a lower degree of reliability.

The Dempster-Shafer’s combination rule computes a measure of agreement between two
bodies of evidence concerning different propositions discerned from a common frame of dis-
cernment. An important property of the rule is that it is commutative and associative. This
is desirable because evidence aggregation to reach one conclusive decision given all collected
evidence should be independent of the order of evidence gathering. The rule focuses only on

those propositions that both bodies of evidence support.

Using bpa values, a lower bound of the interval that contains the precise probability can be

derived. This lower bound is referred to as the belief value. A belief function Bel : 2° — [0, 1]
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describes quantitatively all reasons to believe in a hypothesis A such that
Bel(A) = > m(B) (4.4)
B|BCA
Once evidence is accumulated using the Dempster combination rule, deciding which hy-
pothesis is the most reliable can be realized based on the calculated belief values. This scheme

adopts a decision rule that selects the hypothesis that maximizes the belief value, i.e.,

D = arg seo(max(Bel(4))) 4.5

4.5 Proposed Mobility Prediction Scheme

Figure 4.1 presents a schematic description of the proposed Mobility Prediction Agent (MPA)
located on the user’s Mobile Terminal (MT). The MPA gathers the necessary information for
the prediction process and analyzes this information using Dempster-Shafer’s theory in order
to predict the future location of the mobile user. The process of the location prediction is
carried out in four main phases: information gathering, evidence extraction, decision making,
and finally, path finding. As shown in Figure 4.1 the MPA is composed of two main modules:
a reasoning engine which is responsible for the first three stages of the prediction process and
a path finder module that performs the final stage of finding the user’s expected trajectory. The

following subsections present further details of the prediction process described above.

4.5.1 Information Gathering

The information gathering stage, performed by the agents at the first layer of the architecture, is
concerned with capturing the necessary contextual information that will be used in the follow-
ing stage to infer the user’s future behavior. Contextual knowledge at this stage is comprised

of two categories: environment context and user context. This knowledge will be collected and
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Figure 4.1: Mobility Prediction Agent

presented through agents at the information gathering layer, namely, the user agent(UA) and

the environment agent as will be described in the following subsections.

Environment Context

The environment context describes information regarding the landscape and environment of
the user using a Spatial Conceptual Map (SCM) [94]. As defined in [94] an SCM is “an
abstraction of a real map representing a portion of the urban environment”. An SCM contains
representations of a set of landmark objects Oscyy = {O1, O3, - -+ ,O,} and a set of way areas
Wsem = {W1, Wa, -, W,,,}. Way areas define areas on which users can move (e.g., streets,
roads, highways, or simply trajectories and virtual connections between objects). Landmark
objects are places of interests for users such as buildings and monuments. A way area W, is
further partitioned into a set of k consecutive segments called Way Elementary Areas (WEA),

such that W, = {af, 03, - ,a}}. According to [94], WEAs can be categorized as follows:
e (ay): corresponds to a WEA that is marked by at least one landmark object.
e (a3): corresponds a WEA that is a crossing of two or more Ways.

o (a3): corresponds to a WEA that is an intersection between a crossing of a Way and one
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or several landmark objects.

¢ (a4): corresponds to a WEA that is a straight unremarkable segment (there are no land-

marks nor intersection of way in the neighborhood).

Figure 4.2 shows a portion of the university of Ottawa campus map (Figure 4.2(a)) and its SCM
representation (Figure 4.2(b)).

A characterization function Cp is associated with each landmark object O;, where Cp(O;)
represents basic information about O;. For example, if O; is a restaurant, then Co(0;) =
{e1 = Food,c; = Chinese,c3 = moderate prices}. For a museum O;, Co(0;) = {c; =
Historic, c; = Greek, ¢z = no cost}. In general, Co(O;) can be represented by n characteristics
of a landmark object O;, such that Cp(O;) = {c1,¢2,- -+ , ¢}

An SCM is represented by a sparse matrix known as: the matrix of orientation, adjacency,
and characterization (MOAC). The columns and rows of an MOAC represent the WEAs of
the SCM. Each cell (7, j) of the MOAC corresponds to the relation between the two WEAs
o; and ;. When i # j MOAC(¢, j) contains information about the orientation of possible
displacement from WEA o; to WEA ;. This orientation can be expressed in degrees (0° —
360°) or, for simplicity, relative to the four directions north, south, east and west. When i = 7,
MOAC(i, 3) contains a reference to nearby landmarks and their characteristics. For example, if
a landmark O, is close to (CLT) «; then MOAC(, ) = (O, Co(O,)). Figure 4.2(c) represents
the MOAC of Figure 4.2(b).

It is assumed here that the SCM information is maintained at each base station (BS) and

can be obtained through MT requests of MOAC:s to the BS.

User Context

The user context maintains different information concerning selected aspects of the user. In

the proposed work, these aspects are used to collect evidence pertinent to the user’s selec-
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Figure 4.2: An Example of an SCM and MOAC representations of a spatial map.
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tion for his future destination. User modelling for context has been the focus of intensive
research work [122], [91], [92], [128]. Existing approaches for user modelling rely on dif-
ferent methods for collecting user related data. Examples of these methods are: body-worn
sensors [125], observed user actions and interactions with the surrounding environment [91],
inference rules [123], or explicitly though a user feedback [122]. For example, knowledge
about a student’s schedule can be obtained through the campus server once she registers to
certain courses. In the same manner, related tasks, such as handing in an assignment, can be
realized. Furthermore, knowledge about daily tasks can be extracted from an electronic diary.
User’s interests can also be collected through a questionnaire list [122] or deduced from the
user’s activities. Throughout the rest of this work it is assumed the availability of a reliable
user context provider (e.g., [122], [91], [92], [128]) such that it can deliver the required data
about the user to the MPA through a query/response manner. However, to maintain lucidity
in illustrating the basic notion of the proposed mobility prediction scheme, the existence of a
simple student model comprised of three classes: user’s interests, user’s tasks and goals and
user’s schedule is considered.

It is also to be noted that the proposed scheme is not restricted to the characteristics of the
user model listed above. However, it is rather the intention to limit the discussion to those three
classes in order to keep the presentation of the proposed scheme as concise as possible. The
selection of more extensive characteristics can be tailored to the nature of the users and their

activities, as will be discussed later.

4.5.2 Evidence Extraction

The goal of this step is to apply concepts of Dempster-Shafer’s theory to the information gath-
ered in the previous step along with the information available concerning the mobile user to

generate hypotheses and bodies of evidence that will form the input to the next phase. The
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functionalities of this phase is carried out by the reasoning engine of the MPA.
The first step is to generate a frame of discernment © from all potential future destinations.

ie.,

0 = {0;: O; € Oscm} (4.6)

where Oscym represents the target locations obtained from the SCM map.

Next, the reasoning engine uses the domain 29, the set of all subsets of ©, to generate dif-
ferent hypotheses and applies different rules to assign a belief mass value to each hypothesis.
This process is performed based on different premises inferred from the user’s context to rep-
resent different bodies of evidence that can foretell the user’s future behavior. To be precise,
the following types of premises are used by the reasoning engine to structure the frame of dis-
cernment into groups of candidate future locations supported by different bodies of evidences

and represented by different corresponding hypotheses.

o User’s interests
The MPA uses its knowledge base to store the user’s interests in certain activities in the
form of certain attributes. Pieces of evidence are generated from this set of attributes by
enforcing a set of rules that try to match each attribute with the user’s current schedule

and availability of nearby suitable locations.

This process conduces to a set of pieces of evidence that undergo a threshold process to
determine the plausibility of the evidence. For example, the evidence suggesting that a
student, with a high interest in exercising, would be going to the gym is eliminated if his

schedule does not allow enough spare time.

To formalize this process, denote by Z = {I1, I, --- , I,} the set of all user’s interests,
such as sports, shopping and going to movies. Each domain of interest I; is paired with

the following attributes,
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_ 40

earliest?

£

tatest» Which indicate, respectively, the earliest and latest preferable time of

the day to perform this activity.

£

— t4uration SPeCifies the average time required by the user to perform activity I;.

— V@ reflecting the degree of importance of activity I; for the user.

- CO = c(i), c(i), ‘e ,c$:'> the set of characteristics related to activity I;.
1:C2
Now a set of evidences based on the user’s interests Z may be defined as £Z = {¢1,&,, -+ , &}
such that,
fI = {fz VL eI tgi)rliest < tprediction < tl(:t)est v t((:lfx)ration < tAvailable.timc} 4.7

where % qiciion 1S the current time of the prediction process, and ¢ avaigpie.time i the user’s

amount of spare time before his next scheduled meeting.

An impact (1 — 3;), which ranges from 0 (absolutely insignificant) to 1 (highest possible
impact), is assigned to each generated evidence. The impact (1 — 3;) of evidence &,

related to interest I, is calculated as
1-8)=Vv® (4.8)
For each evidence ¢;, based on an interest I; with a set of n characteristics, a group of
hypotheses H®) = {H l(i) , HQ(i), cee H,(f)} is constructed such that:
HY = {0y : Ok € 6 € Co(0k)} 4.9)

A belief mass value m is associated with H J(i) such that:

1
n

m(H®) (4.10)
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L.e., evidence §; supports all locations having a characteristic ¢; with a degree of belief
equal to 1/n. Thus, locations with more characteristics matching a user ’s certain interest
are more supported by &; over locations with fewer matching characteristics. For exam-
ple, consider a user’s interest in sports with two characteristics: ¢;= outdoors and co=
running. Now, consider two candidate locations a gym,0,, and a tennis court,O,. Then,
m(H;) = m({Oz2}) = 0.5 and m(H3) = m({O1,0,}) = 0.5 resulting in Bel(O;) = 0
and Bel(O;) = 0.5.

The resulting belief mass function m(H J(i)) is further reevaluated with respect to the

impact of evidence &; as detailed in (4.3).

e User’s schedule constraints

User’s schedule constraints represent another strong body of evidence that can help in
predicting the user’s future location. If O, represents the location of the earliest sched-
uled appointment and ¢, the time left before the scheduled appointment takes place,
then an evidence ¢S can be inferred which consists of a set of n hypotheses H(® =
{(HO, HY ... H}, representing sets of locations grouped according to the travel-
ling time needed to reach these locations. Each hypothesis, H J(s), thus, is constructed
such that

s  ts
HY = {Ok : Oy € B|(t(Oc, Ox) + t(Ok, 0,)) < j —} “.11)

where O, is the user’s current location and ¢(O;, O;) is the time taken to visit O; starting

from O,. It is straightforward to deduce here that H J(s_)l CH ;s).

A belief mass value m is associated with H J(S) such that:

m(H?) = z (4.12)

n

To ensure that this evidence becomes more vital as the scheduled meeting approaches,

an impact (1 — J3,), is assigned to £5, such that the impact of evidence £ increases as
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the appointment time approaches.

t(O,, Os)

2 (4.13)

(1 - ,35) =
The selection of n in (4.12) depends on the user’s moving speed. For example, for a
pedestrian, n can be selected such that ¢, is divided into intervals of 10 minutes. In this

case H J(-s) will contain places that the user can visit within ( x 10) minutes or less.

o User’s goals and tasks
Having an idea of the user’s future goals and tasks provides additional information aids
in constructing other pieces of evidence. The knowledge base stores a set of user’s
goals and tasks G = {G1, Gy, ,Gr}. Each goal G; is associated with the following

attributes:

_ 4

catliest 1 D€ €arliest date on which task G; can be accomplished.

- t‘(ii)mline deadline before which task G; has to be performed.

_ 4

duration L D€ Necessary amount of time to perform G;.

— CO = {D ... D} the set of characteristics related to task G;.

vV the degree of importance of task G;

Now a set of evidences based on the user’s goals G may be defined as €9 = {¢,&, - - -, &}

such that:

é‘g = {Ez : VG, S g ’ tgg—uest < tprediction < tflie)adline V tt(il;l)ration < tAvailable_time} (414)
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The impact (1 — 3;) assigned to an evidence ¢; is dependent on the degree of importance
of goal G;.

1-8)=v0® (4.15)
For each evidence ¢;, based on an interest I; with a set of n characteristics, a group of

hypotheses H® = {H® HY ... H{} is constructed such that:
HY = {0y : 0 € 0| € Co(0h)} (4.16)

A belief mass value is associated with H ](i) such that:

1
T

m(HY) @.17)

The resulting belief mass function m(H J(i)) is then reevaluated with respect to the impact

of evidence &; according to (4.3).

Since the Dempster rule of combination mainly work under uncertainty with regard to the
collected data, there is an underlying assumption that the values of the collected data represents
only estimates and not necessary precise values.

Finally, although the proposed work focused here on building bodies of evidence based
only on three different classes, namely: user’s interests, goals and schedule, further knowledge
of the user’s context (e.g., used devices, nearby people and mood) and the surrounding envi-
ronment (e.g., weather and light) can also be used to build other bodies of evidence pertinent
to the user’s predicted location. Since the Dempster-rule of combination is commutative and
associative, i.e., supports reasoning with incremental evidence, other bodies of evidence can

be easily incorporated with no changes to the basic scheme.

4.5.3 Decision Making

To determine the user’s future predicted location, the reasoning engine combines each pair of

hypothesis-belief mass using the Dempster rule of combination of (4.2) to conclude the user’s
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most likely future location.

Since the Dempster rule of combination is commutative and associative, these available
bodies of evidence can be combined in any order. The result is a list of candidate locations
together with their corresponding belief values which describe the degree of support for each
candidate location. The location with the highest belief value is the predicted future location
of the user. Figure 4.3 shows an illustrative example of the prediction process for a student in
campus. Applying (4.2) on mg,, mg,, mg,, and mg, yields the combined belief distribution in
Figure 4.3(b). The results show the belief in each of the candidate hypotheses. The predicted

future location is the computer science laboratory represented by Oj.

4.54 Path Finding

Once the future location of the user is predicted, the path finder module uses the orientations
of the MOAC to determine the path going from the current user’s location represented by a
WEA Oicurrent to the predicted future location presented by the WEA Olpredicted- 1he outcome is
a list of tuples (o, orientation). Consider the SCM of Figure 4.7, where ayren; = a5 and
Opredicted = (6, then the user’s expected trajectory can be represented by (as, S),(y, S),(as, E),
(a6, %), where « is the target location. If more than one path from ccurrent t0 predicted €Xists, then
different strategies can be used based on the user’s common behavior. It has been shown
in [133] that pedestrians choose the route that minimizes their distance as a primary strategy.
In addition, route pleasantness is the second attribute that can be used to select between paths
with equal lengths [133]. Similarly, drivers tend to avoid routes with high traffic. In general, a
weight value can be assigned to each path according to the user’s activity. The predicted path

selection is then carried out using a shortest path algorithm such as Dijkstra [134].
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El: aser is registered in 'El)lllpll‘lr science .
0,000 " "

{0}

{03}

E2;Task : homework project due today at 3:00
{05}
{0, 04

E3: Task: return library book before 5:00
{04, 05} 0.50

E4: Schedule: meet a friend at 1:30 in Lab O,
(currently he is in lecture room (O,)) )

{0,,0, 0} . " : ; s 0,50
o {047 05) - ¢ e, o020
(06 Oz} . v T G e ‘o0
0, CS Department {wark, 8:00-5:00, }
IO, CS lecture rooms {work,}
©; Labs {work, 8:00-8:00, ...}
O, Library {books, CS, Arts, ...}
[Os Univ. center (food, moderate price, ...}
O, Pizza Place {food, fast, moderate price, ...}
o; P ion service
O, Bus station {transport,...}
(a) Sample Prediction
# Hypothesis Belief
1 {0y} 0.1523
2 {0,} 0.538
3 {0,,0,,0,} 0.204
4 {04} 0.018
5 {0, O4 0.006
6 {0,, 05} 0.052
7 {0, 05} 0.09
8 {0,, 0,,..., Og} 0.018

(b) Combination of Evidence

Figure 4.3: An example of evidence-based mobility prediction
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4.5.5 Illustrative Examples

This section further illustrates the advantage of the proposed scheme over other existing history
based approaches (e.g., [115], [119]), especially when users are located in new areas. Two
different scenarios for mobility prediction are briefly discussed and the behavior of both the
proposed work and existing history based approaches are compared in these cases. Consider
a scenario where a frequent traveller tourist is visiting a city for the first time. Based on the
user’s interest in certain types of hotels series, cost and features, the MPA predicts the user
selection of his preferred hotel. Hence, based on the predicted location, the MPA selects the
trajectory that avoids streets with high traffic. Now the MPA utilizes knowledge about the
tourist’s interests (e.g., historical places, recreation, etc.), time of the day, cost preferences to
build different bodies of evidence that when combined will result in the candidate site for the
tourist’s future location. In the case of history based approaches, (e.g., UMP scheme [119] and
LeZi scheme [115]), no history for previously visited locations will be available. Thus, each
time the user enters a new cell (in the case of UMP scheme) or a new location area (in the
case of LeZi scheme), the new candidate location can not be determined and the history list
must be updated with the new location. Given the fact that tourists usually will not repeat their
visits to previously seen sites, this update in the history list is useless and even in some cases
misleading. Another situation where a similar scenario arises is that of a business man in a
trip. Although no data are available for previously visited locations, the MPA can accurately
perform mobility prediction based on the tight known schedule usually available though access
to his diary while inferring his selections for places of leisure through knowledge of his general

interests.
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4.6 Simulation Details and Results

This section summarizes simulation results of the proposed scheme. A simulation architecture
was constructed to model and predict students’ travelled trajectories in the campus of univer-
sity of Ottawa. Figure 4.4 illustrates a schematic diagram for the simulation model which is

comprised of the following four modules.

Campus| User
Actial | Map- | Model
trajectory l ‘

Target
Location

Figure 4.4: Schematic representation of the simulation model.

1. Knowledge Base Construction Module.
This module is responsible for constructing the knowledge base of the MPA. It is fed with
two sources of information. The first source represents an SCM map of the university

campus, while the second is related to the user context.

To facilitate the simulation of the proposed scheme, a simplified context model has been
developed. As shown in Figure 4.6, the model is divided into the following six main

categories. Personal context which is related to the users personal information such
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Figure 4.5: Campus map

as his age and name. Task context which describes the user tasks, such as shopping,
handing assignments, etc. The interest context category describes the different fields of
user’s interests, such as doing sports, going to movies, watching TV, etc. The calendar
context contains the user scheduled appointments. The activity context describes what
kind of activity the user is doing (e.g., walking, riding a bike, or driving). Finally, the
environment context captures the user’s spatial surroundings. Figures 4.5 and 4.7 show a
geographical map for the university campus and its corresponding SCM representation,
respectively. The user model is converted into an XML description of the student’s
general preferences, tasks and calendar. Figure 4.8 describes a representative part of

a typical XML file for a university student.

2. Evidence Extraction Module
This module utilizes the knowledge base to extract different bodies of evidence and their

corresponding hypothesis as discussed in section 4.5. It is assumed here that students
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l User Context I
_[ Personal Context ]

Name
Age

—L Task context j

Earliest time
Deadline

Duration

Characteristics

Importance

frequency

——[ Interest context l

Earliest preferable time
p | st st preferable time

P———=Duration
P—=Characteristics
p— [mportance

—frequency

_( Calendar context ]

—Location
p— T irme
——Duration

= Characteristics

Activity context ]

I

Environment Context ]

L{Spatial conceptual Map ]

Objects
Way Elementary Areas

Figure 4.6: User Context Model

walk from one destination to another with an approximate speed of 5—5.2 km/hour [110].

3. Decision Making Module
This module applies Dempster-Shafer rule of combination to reach a decision about the

user’s future target location.

4. Path Finding Module
This module calculates the expected trajectory of the student from her current location

to the predicted location. Based on the assumption that students try to minimize their
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e [ bras s 439 ssant ;'sssec w ) Lo
Figure 4.7: SCM representation of campus map

walking distances by selecting shortest path, finding the shortest path is done using the

Dijkstra shortest path algorithm [134].

A periodic feedback mechanism using current location obtained from real trajectory trig-
gers the prediction process whenever the actual trajectory of the student deviates from the set

of previously calculated predicted points. This resembles a threshold-based location update.

4.6.1 Mobility Data and User Context Collection

Many researches have either modelled user mobility by transition probabilities from cell to
another (e.g., [116]) or used some variations of a random-walk mobility mode (e.g., [98]). It
can be argued that these are simplified mobility models that fail to take into account neither
certain aspects of the user’s movement behavior such as his intentions and goals nor the impact
of the surrounding environment, such as streets layouts. In order to validate the performance

of the proposed scheme, trajectory data for different students travelling in and around Ottawa
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<user>
<name>
<forenamesLouis</forename>
<surname>Lemon</surname>
</name>
<age> 19</age>
<activities>
<types>walking </types
<speed> 5.1lkm</speed>
</activitiess
<Schedule>
<description>
Lecture Network management
</description>
<location> CUBE </location>
<date>02/27/2003</date>
<time>3:00:00 PM</time>
<duration>180 min.</duration>
</Schedule>
<Interests>
<descriptions>
do sports whenever time is available
</description>
<type> Entertainment</type>
<Preferable time>
<from>16:00:00 </from>
<t0>22:00:00</to>
</Preferable time>
<importance>80%</importances
<characteristics>Sport</characteristics
<characteristics>jogging</characteristics>
<characteristic>Indoor</characteristics
</Interests>
<Tasks>
<description>
Food Shopping outside campus
</descriptions>
<earliest_deadlines>
<date>02/23/2003</date>
<time>9:00:00 AM</time>
</earliest_deadline>
<latest deadline>
<date>02/29/2003</date>
<time>08:00:00 PM</time>
</latest_deadline>
<expected durations
120 min.
</expected_durations
<characteristicsbuy</characteristics
<characteristic>Food</characteristics>
<characteristics>cheap</characteristics
<characteristics>
transportation
</characteristics>
</Tasks>
</users>

Figure 4.8: Part of an XML file for a student
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university campus for two weeks at the beginning of a semester was synthesized. It is worth
noting, that in this scenario these students had no previous history of their visited locations.
Students’ collected trajectories were represented as a series of way points. Each way point
is defined by the location in terms of an altitude and a longitude, time of day, and speed. To
enhance the accuracy of the collected tracks’ points, a software filter was used to match each
collected track against streets layouts to eliminate any jitter caused by position errors. It is
also assumed that users moved with an average speed of 5 km/hour [112], [119], [115]. Thus,
collected way points’ times were normalized to imitate a constant speed movement. However,
this assumption can be later relaxed by considering that pedestrians tend to accelerate at the
initiation of their trips and as they approach towards their destinations [135].

A simplified user model is used as shown in Figure 4.6. The user context model for each
student was built using two steps. In the first step, students were asked to answer a question-
naire concerning their interests with regards to different places within the university campus.
Secondly, students were asked to continuously register both their tasks and scheduled appoint-
ments. A general approach to collect these data automatically can be attained through a user

context provider built on top of the MPA [122], [91], [92], [128].

4.6.2 Mobile User Predictability

Before deriving a measure for the accuracy of the MPA, the nature of user’s trajectories is
analyzed and a method for categorizing these users into different groups, for which different
levels of accuracy will be obtained, is derived. Based on the data collected from different stu-
dents, they were categorized in three different categories according to the level of predictabil-
ity in their travelled trajectories. Predictability in this context refers to the level of certainty
with which the student’s future location can be determined. More precisely, the degree of

predictability P(O;) of a future location O; is equal to the total belief in O; being the future lo-
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cation after accumulating all evidence using (4.2), i.e., P(O;) = Bel(O;). The total degree of
predictability of a student’s trajectory during an experiment of a total time T, P, is calculated

as,

Pp = 2uizt B0 ’:el(oi) (4.18)

where n is the total number of visited locations during 7T'. In these experiments T is equal to 9
hours a day for 14 days. As T — oo, call P = limy_,, Pr, the general degree of predictability

of the user.

To further illustrate this, assume that only bodies of evidence based on the user’s schedule
are collected. In this case as shown in (10-12) Bel(O;) « t(O,, O,)/t,. Thus, as the time
available before the scheduled appointment O, (t,) decreases, the certainty that O, is the future

location increases.

In other words, students with a tight known schedule leave little chances for uncertainty
and therefore enjoy a high degree of predictability. On the other hand, students with frequent
intermitting breaks and plenty of spare time come low on the scale of predictability since
their location is hardly known in advance even with the availability of their movement history.

Figure 4.9 shows the distribution of predictability across students subject to the experiments.

It is to be noted here that predictability has been chosen as the main parameter for demon-
strating the performance of the proposed scheme under various conditions of uncertainty in the
users’ behavior. This is in contrast to using regularity (e.g., as in [119], [118]) since the per-
formance of the proposed scheme is not influenced by the existenée (or the lack of) a regular

history for the pattern of movements of the users.

The remainder of the section presents the performance evaluation of the proposed scheme

for tracking students belonging to the above mentioned categories.
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Figure 4.9: Predictability degrees of different students

4.6.3 Prediction Accuracy

In this section, an estimate for the degree of accuracy in predicting the trajectory of a user
with a predictability P is derived. The derived accuracy estimate is generally dependent on the
probability of predicting the right destination as well as the probability of predicting the correct
path. With the underlying assumption that users tend to minimize their walking distances [133],
then the latter probability can be ignored, without loss of generality.

In the last section, it has been shown that on the average the belief in predicting the user’s
future location, O,, is P. Hence, 1 — P represents the degree of uncertainty in addition to
ignorance in allocating the future location of the user. Without loss of generality, assuming
that the system’s degree of ignorance concerning the user is negligible, then the remaining
uncertainty, which is equal to (1 — 75), will be divided over the entire range of candidate future
locations predicted by the MPA, {O,,O,, -+ ,0,, -+ ,0On}, where N is the total number of

those candidate locations. Furthermore, one can assign a general degree of confidence to those

locations including O, in the following manner,

mi#l’({om Ol}) = ?‘mii‘j#}’({op’ Oi’ O]}) == (N - 1)m({01a 027 to ’OPa T 1ON})
(4.19)

In other words, (4.19) states that the MPA ’s belief in that the candidate future location is either
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O; or Op, @ # p, is twice stronger than the belief that the future location is in {O;, 0y, 05}, i#
J # p, and is three times stronger than the belief that it is in {O;, 0,, 0;, Or}, i #j #p #k,
and so forth.

Hence, the uncertainty 1 — P can be expressed as the following summations,

i=N 4,j=N
1-P = mi#P({OP’ O:})+ Z mi#j#l’({OmOi’Oj})‘*_” '+m({01)02:"' 70117"' 1ON})
i=1,i#p i,J=1,i#j#p

(4.20)
In general, using (4.19) and (4.20), it can be deduced that m(A), A € 2° is given by,

mA)= —EZPIN k=D yc9e 0ped and k=4 @2D)
e [N-1
>im1 (N —1)

i

To derive an estimate for the accuracy of the MPA based on the predictability P, E(P), the
definition of the relative atomicity of {O,} with respect to A, a({0,}/A), is used, which is

defined by [136],
X, _XNY]
a(Y) - IXI ’

where | X|, X € 29, is the number of states it contains.

X, Y €28 Y +#¢, (4.22)

Thus E(P) can be obtained as a weighted sum of beliefs m(A) with a({O,}/A) as the

weighting coefficients, i.e.,

. @)
E(P)= ) m(A)a(%) (4.23)
A:0,€A,A€20
substituting from (4.21) and (4.22) into (4.23) we get

N-1
(N —1)
i=N-1 1
E(P) = P+(1-P) ) Mt
=1 k=n—1 |V — 1
G+1)Tas L @R
_ py UP2N+2) AN N (4.24)

N 2V(N +1) — 4N
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where N is the number of candidate locations.

Figure 4.10 shows a plot of the expected prediction accuracy versus the number of candidate
locations for P =0.8, 0.6 and 0.4. As can be seen, at N = 2, E(P)=P+ (1- 13)/2, i.e., the
uncertainty 1 — P is divided equally between the two possible locations. On the other hand,
as N increases the expected accuracy decreases. In fact, as N — oo, E(p) — P, ie., as
the number of candidate locations increases it is expected that the degree of certainty in the

candidate location asymptotically approaches P.

09
0.85.

08

0.55
05

045

0.4

Figure 4.10: Expected prediction accuracy vs. number of locations

4.6.4 Accuracy Measurements

In this section, a formula that will be used to measure the accuracy of the MPA’s predicted
trajectory is derived. Trajectory accuracy is the measure between the error in the path predicted
by the MPA and the actual trajectory chosen by the user as it is collected. In general, differences
between two trajectories can be partitioned into two basic errors: spatial and temporal. Since
users are assumed to move with a constant speed in both the actual and predicted trajectories,
temporal errors are eliminated. In the following, an accuracy measure for errors resulting from

spatial errors is derived.
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Assume that the actual and predicted trajectories, C4 and Cp, are represented by a set of
points {a1,as, -+ ,a,} and {p1,p2,- - ,pn}, respectively, where each point z € CalUCp
is described by a latitude z'*, longitude z'"¢, and a time t(x) at which this point has been
reached, such that z = (z'*, z'°"¢ ¢(z)). Then, an approximate Hausdorff-like distance mea-
sure formula [137] can be adopted to estimate the error in predicting a certain point p; with

respect to the actual trajectory, C4, d(p;, C4). The error measure is based on determining the

distance between p; and the actual trajectory as follows,

0(ps; Ca) = |las — Pjllmina, jt(a)—t(p;)! (4.25)
where ||.|| is the Euclidian norm and is calculated as ||a;—p;|| = \/ (af* — p)2 + (af — p;."“‘v’)2

fora; € Cy and p; € Cp.
Thus, the overall error of predicting the trajectory Cp with respect to the actual trajectory

Ca, 0, (Cp, Cy), can be calculated as,

5m(Cry Cua) =% 3" 3(p;,Ca) 426)

p;€Cp

Figure 4.11 depicts a typical measured error using the above formula for the first 200 meters
of the predicted trajectory in Figure 4.12 (details of this experiment will be presented later in
this section).

The accuracy of a predicted trajectory Cp, op, is the ratio between the above measured

error and the length of the actual trajectory and can be calculated as,

6m(CP, CA)

St llais — |

op = (427)

Throughout the rest of the chapter o p will be used as the measure of accuracy of the trajectories

in the performed experiments.
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Figure 4.11: Error between points of actual and predicted trajectories vs. time

4.6.5 Results of Trajectory Prediction

Figure 4.12 shows a comparison between the actual trajectory of an undergraduate student and
the trajectory predicted using the MPA. This experiment shows the performance of the pro-
posed algorithm in locating users from the category with the highest level of predictability;
namely undergraduate students with a tight schedule. The movement trajectory of those stu-
dents can be inferred mainly based on their schedule. In other words, the dominating bodies of
evidence in this case are the ones extracted from the students’ schedule. The solid line depicts
the actual trajectory and the dashed line shows the predicted trajectory. For this trajectory op
was found to be %7 and therefore the trajectory was predicted with 93% accuracy.

In another set of experiments, the proposed scheme is used to track the movement of gradu-
ate students characterized by a lower degree of predictability. Figure 4.13 shows the actual and
predicted trajectory of a student with 0.6 degree of predictability. In this case, op » 18%, i.e.,
the trajectory is predicted with 82% accuracy. Figure 4.14 shows the predicted trajectory of a
graduate student performing field work research. The student’s movement pattern is charac-

terized by a degree of predictability P = 0.4 where the measured accuracy decreased to 65%.
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Figure 4.12: Actual trajectory vs. predicted trajectory of a student with 0.8 predictability.
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Figure 4.13: Actual trajectory vs. Predicted trajectory of a student with 0.6 predictability.
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Figure 4.14: Actual trajectory vs. Predicted trajectory of a student with 0.4 predictability.
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4.6.6 Accuracy of the MPA vs. Number of Visited Locations

Figure 4.15 displays the hit ratio against the number of visited locations n over an experiment

length T' for different degrees of users’ predictability. A kit in Figure 4.15 refers to a correct

1'\"'—'\-/'_/\__.————-——”"
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—a— 0.4 predictability
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1 2 a 4 s 6 7 B 9 10

# of visited locations

Figure 4.15: Hit ratio vs. number of visited locations

prediction by the MPA that matched the actual target location [119]. On the other hand, an
incorrect future location prediction is referred to as a miss. In general, it is clear that the hit
ratio is not affected by the number of visited locations (regardless of whether these locations
have been visited before). The MPA reaches an average of a 97% hit ratio for students with
the highest predictability. For students with a 0.6 predictability degree, the hit ratio decreases
due to the relative uncertainty about the students destinations. However, an average hit ratio of

80% is maintained as the number of the visited locations increases.

4.6.7 Prediction Accuracy and the MPA Warm-Up Period

It can be noticed that in contrast to other approaches (e.g., [119], [110]) the MPA does not
require a warm-up period to collect history of previously visited locations. Therefore, the
MPA maintains the same degree of accuracy in predicting students’ movements independently
of the time span of the experiments, as was shown in the previous section.

Although that in order for the MPA to accurately predict the user’s mobility, an initial
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phase is required to build the user’s context model which will contain the user’s interests,
it can be noticed that this initial phase is required once to build a generic view about the
user’s interest. Furthermore, both schedules and tasks are collected continuously ahead of the
related prediction step and it is performed as part of updating the user context. Hence, interest
collection phase can be considered as an initial setup phase which will only be performed once
and will be successfully used even if the user is situated in new places. On the other hand, in
history based approaches, warm-up period is proportional to the regularity of the users [119]

and is required each time the user moves to newer places.

4.6.8 Complexity Analysis

To calculate the time complexity of the proposed scheme, the time requirements for each
stage of the MPA prediction process individually is examined. It is assumed that the time
required for information gathering is negligible since it mainly depends on the query/response
time between the MPA and the context provider. In the second phase, evidence extraction
complexity, using(4.7)-(4.13), is linear with respect to size of the frame of discernment O,
ie., O(|9]). The complexity of applying the Dempster rule of combination, in the third
stage, is O(|©]log|O|) [138]. Finally, the complexity of path calculation using Dijkstra short-
est path algorithm is O(|E| + |V'|log|V'|) using a binary heap implementation, where |V| is
the number of WEAs and |E| is the number of edges between all WEAs. Hence, the to-
tal complexity of the MPA is equal to O(|6]) + O(|O]log|B]) + O(|E| + |V|log|V]), i.e.,
O(I8llog|B]) + O(|E| + |V |log|V|). Since the number of WEAs is always bigger than the
number of candidate locations (]V'| > |©|), then the total complexity of the MPA scheme is
O(IE| + |V|log|V|). Furthermore, if by assuming that shortest paths between different loca-

tions are already stored, then the MPA prediction complexity is reduced to O(|B|log|©)|).

The MPA prediction process is triggered once for each new target location. In the above
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experiments, students visited between 2 to 10 locations per day. This can be compared to other
history based approaches which requires the MT to perform an update whenever it enters a new
cell [119]. In general, a history list update requires an O(n) comparisons to search if the new

cell has been visited before, where n is the number of stored locations in the history list.

4.6.9 Memory Requirements Analysis

The SCMs are represented as MOACs which are symmetric sparse matrices. The size of an
MOAC depends on the number of WEAs that represent streets and landmarks layouts. On the
average, each row in a MOAC has 2 ~ 3 entries. Thus, the average storage complexity of an
MOAC is O(|V|), where V is set of WEAs. For example, in the SCM of the university campus

in Figure 4.7, |V | = 114 resulting in a density of 2.6%.

4.7 Summary

In this chapter, a novel scheme for a mobility prediction based on the use of contextual in-
formation has been presented. Uncertainty of the user’s navigation behavior was captured by
gathering pieces of evidence concerning groups of candidate locations. These groups were then
refined to predict the user’s future location when evidence accumulate using Dempster rule of
combination. In contrast to existing approaches the proposed approach did not impose any as-
sumptions concerning the availability of a history of user’s movements. The Dempster-Shafer
evidence theory has been chosen because it offers an appropriate scheme for the modelling of
the differences between information acquired at the two considered spatial scales.
Furthermore, since the Dempster-Shafer theory supports reasoning with incremental evi-
dence, evidence other than the ones used in the proposed work can be included at a later stage.

Simulation results were presented to demonstrate the performance of the proposed scheme.
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Chapter 5

Anomaly Diagnosis via Statistical analysis

and Evidential Reasoning

This chapter presents a robust scheme to reliably diagnose network anomalies in real-time.
The contribution of this chapter is two fold. In the first contribution, a bi-cycle application
of auto regression is used to model increments in the values of network monitoring variables
to accurately detect network anomalies. The second contribution presents a new scheme to
classify the root-cause of the anomalies, detected in the first step, using concepts of evidential

reasoning of Dempster-Shafer theory.

This chapter proceeds as follows. Section 5.1 introduces concepts of anomaly diagnosis
schemes and highlights the motivations behind the proposed technique. Discussion of related
work is presented in Section 5.2. Section 5.3 outlines the main ideas of the proposed anomaly
diagnosis scheme. Sections 5.4 and 5.5 provide details of the proposed anomaly detection and
classification steps, respectively. Two alternative classification schemes particularly suited for
biased training sets are presented in Sections 5.6 and 5.7. Performance analysis and results are

presented in Section 5.8. Finally, Section 5.9 concludes the chapter.
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5.1 Introduction

Computer networks are increasingly becoming an integral part of humans’ everyday life. Net-
working systems can be viewed as the sole enablers of a wide range of services in mission
critical domains including defense, transportation, manufacturing and health care. An essential
feature of such systems is their sustainability, which can be measured in terms of their ability to
tolerate faults and maintain an acceptable performance in the presence of failures or attacks. In
general, network anomalies can be attributed to various causes; in addition to hard failures due
to hardware problems (e.g., equipment failure and power outage), soft failures can result from
inappropriate use of network resources, protocol failures, temporary congestion, mischievous
users and denial of service attacks. While anomalies in communication networks are usually
unavoidable, early detection and classification of such faults is crucial to providing networking

services with a high level of availability and reliability.

In the past, as there were fewer network equipments, fault management was handled man-
ually by experienced administrators who relied on the analysis of a limited set of device vari-
ables. As networks continue to grow in size and complexity, the task of diagnosing network
faults is increasingly involving the collection and analysis of an immensely growing amount
of high dimensional data. Fortunately, advances in network monitoring and capturing tools,
such as the simple network management protocol (SNMP) [139], remote network monitoring
(RMON) [140] and NetFlow [141] facilitates the capturing of the necessary measurements to
describe the fine grained behavior of each networked equipment. Nonetheless, analysis of such
data in order to diagnose network anomalies is still considered an unmet challenge and remains
to be the focus of numerous ongoing research efforts (e.g., [142], [143], [144], [145], [146]).

This chapter presents two contributions to address two particular challenges in the domain
of network anomaly diagnosis. The first contribution presents a novel technique to accurately

detect abrupt changes in measurements network parameters in order to flag potential anomalies.
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The second contribution, uses the detected anomalies to classify the root-cause of a network
node failure using the Dempster-Shafer theory of evidential reasoning.

In general, anomaly detection, the target of the first contribution, involves the identifica-
tions of time-points where performance variables show a sudden deviation from their normal
behavior. A particular difficulty in performing such operation arises from the non-stationary
and stochastic nature of data representing those variables in addition to the erroneous nature of
the collected data due to possible glitches in the monitoring systems. The proposed anomaly
detection approach presented builds on recent developments in the area of statistical analy-
sis [147] where a bi-cycle of statistical modelling is used to represent the analyzed data while
effects of isolated sudden changes are diluted using windowed averaging mechanisms.

While the outcome of performing the former operation identifies a possible occurrence
of a failure in a network component as viewed by an individual variable, anomaly classifica-
tion deals with the collective analysis of groups of variables in order to provide a higher-level
view of the most probable root-cause of the detected anomalous behavior. Classification of
anomalies’ root-cause is challenging as it requires a-priori knowledge of models of all types of
anomalies which are usually cumbersome to obtain. One way to automate such operation is to
utilize a set of a continuously learnt anomalous patterns to aid the classification of newly de-
tected anomalies. Nonetheless, this task is usually hurdled by the noisy nature of the collected
data, the high dimensionality of the problem domain, and the large size of required training
data in order to perform the classification step with an acceptable degree of confidence.

We present a robust anomaly classification scheme based on the framework of the evidential
reasoning theory [96]. In the proposed technique, different pieces of evidence concerning
possible candidate root-causes of a newly detected anomaly are constructed from a training
set of previously detected and classified anomalies. To handle cases of imbalanced training
sets, the presented work describes two new approaches to assign mass belief values to the

classes under investigation using the constructed evidence. The latter contribution can be of
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independent interest to research related to the Dempster-Shafer theory and can be applied in

contexts other than the present one.

5.2 Related work

The problem of anomaly detection in computer networks has been the focus of intensive re-
search efforts. In the following, we analyze a sample of these efforts.

Statistical analysis of network performance variables has been studied in [148], [144].
In [144], Thottan et. al. detect abrupt changes in the measured traffic management infor-
mation base (MIB) counts obtained via the SNMP protocol using time series analysis. An auto
regression model of each variable is applied where a generalized likelihood ratio test (GLR)
is performed sequentially to detect abrupt changes in the modelled time series. Second order
statistics were used in [148] to investigate load anomalies in segments of IP networks, particu-
larly for voice over IP traffic.

Principle component analysis (PCA) is introduced in [142], [149] to separate variations in
traffic at any point into normal and anomalous components. Once an anomalous behavior is
detected, the diagnosis of the anomaly is compared to a vector associated with each anomaly
that describes the manner in which a particular anomaly adds traffic to each link in the network.
Based on ftraffic analysis, the authors developed a set of heuristics to for anomaly diagnosis.
Barford, et al. [145] use pseudo-spline wavelets as the basis to analyze the time localized
normalized variance of the high frequency component to identify signal anomalies. A similar
approach for the utilization of wavelets has been introduced in [146].

In comparing various approaches, statistical analysis techniques represent the simplest ap-
proaches with a relatively lower computational complexity. Thence, the approach adopted in
this chapter is based on the statistical analysis of measurement variables. However, in contrast

to existing approaches, it aims at reducing the number of detected false alarms by diluting
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effects of isolated small deviations.

In contrast to anomaly detection, anomaly classification has received little attention and
usually appeared as a minimal complementary part for the anomaly detection step. Earlier
attempts to address anomaly diagnosis included rule-based expert systems [150] and model-
based systems [151]. These approaches were limited in their scope and hardly captured the
impeded complexity in the underlying networking systems. A method for generating hypothe-
ses about the symptoms associated with each network fault is presented in [152]. The method
assumes the existence of prior fault probabilities obtained through long-term statistical obser-
vations.

In [144], correlation patterns between a collection of SNMP MIB variables were investi-
gated. In [153], a set of rules were developed for the identification and, hence, the classification
of particular traffic patterns that are accompanied by different network anomalies originating
from security attacks. Another classification scheme based on the utilization of a neural net-
work classifier has been introduced in [154] to diagnose anomalies caused by network attacks.

Artificial anomalies were injected in [155] into an inductive rule learning system to detect
known and unknown anomalies resulting from intrusions and network misuse. Lakhina et.al.
[156] treat network faults as events that disturb the distribution of traffic features such as the
addresses and ports and applies sample entropy to classify different anomalies.

Various clustering techniques have been also used for anomaly classification. The perfor-
mance of three different clustering algorithms has been studied in [157], namely a fixed-width
clustering-based algorithm, an optimized K-nearest-neighbor algorithm, and an unsupervised
variant of the are support-vector machine (SVM) algorithm.

The proposed anomaly classification scheme differs from other existing approaches in that
the unique nature of the adopted Dempster-Shafer theory allows decision making under un-
certainty and existence of imperfect knowledge. Hence, the theory lends itself easily to the

problem of anomaly classification. As will be illustrated, the proposed classification scheme
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has the innate feature of accurately identifying the significance of each training sample in mak-

ing decisions for labelling new anomalies.

5.3 OQOutline of the Proposed diagnosis Scheme

In this section, we outline the adaptive learning approach employed in the proposed scheme
for network anomaly diagnosis at real-time. The proposed scheme relies on collected network
performance measurements to continuously learn the normal behavior of the network and de-
tect deviations from the norm. Once performance deviations are detected and measured, the
scheme analyzes a maintained set of previously detected anomalies in order to decide on the
most probable root-cause of the detected new network anomaly.

Figure 5.1 provides a schematic description of the functionalities of the NPA for anomaly
diagnosis. An NPA is typically located at a network node. It is assumed here that the node is
supported with the necessary performance monitoring and data measurements and collection
tools that can be delivered through DAs. As shown, the scheme is divided into two main

modules: a change detection module and a decision engine. The first module of the NPA

Change
detector

CGEEER
1 Change Classification e F
: detector engine
L
CEEEER
Xm Change
detector Dy = (Wp, Ly)

S
Figure 5.1: A schematic description the NPA components

statistically analyzes increments of the obtained measurements from each monitored variable
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through a bi-cycle of an auto regressive modelling process in order to obtain a normalized
measure of possible abrupt changes at a given time point.

The collected deviation measures for each monitored variable are then combined by the
decision engine to reach conclusions pertinent to failure cause. The proposed decision engine
adopts a novel approach for anomaly classification through the utilization of Dempster-Shafer
theory of evidence [96].

The following sections present further details of the diagnosis steps described above.

5.4 Step 1: Change detection

A typical input to any network diagnosis system is a collection of continuous stream mea-
surements of performance monitoring variables that measure the behavior of traffic flows (e.g.,
number of dropped packets and link utilization) as well as the nodes’ performance (e.g., CPU
utilization and memory load). These measurements can, for example, be presented as set of
MIB counts collected via SNMP that are supplied through the DA.

The starting point of the proposed scheme is the declaration of the hypothesis that inde-
pendent of the particularities of a given network anomaly, they all share one common feature.
This common feature entails that they all induce some form of change in the underlying traffic
characteristics which in turn results in abrupt changes in one or more of the measured variables.
Based on the above premise, network anomalies can be identified through the analysis of the
spectral characteristics of the obtained data streams representing performance variables.

In order to perform the first step of abrupt change detection, we follow a statistical anal-
ysis approach of measurements obtained from network monitoring variables. Auto regressive
(AR) modelling techniques have been widely adopted for the analysis of various network per-
formance measurement (e.g., [158], [147], [159]). This can be attributed to the fact that AR

models can easily capture the linear dependency of the future values on the past ones and

Reproduced with permission of the copyright owner. Further reproduction prohibited without permissionyaw\w.manaraa.com



CHAPTER 5. ANOMALY DIAGNOSIS VIA STATISTICAL ANALYSIS AND EVIDENTIAL REASONING123

hence can be used to identify anomalous behaviors in the sequence of the modelled time series.

In such case, one can reformulate the problem of network anomaly detection to that of
detecting an abrupt change in the modelled AR and the estimation of the change time. The
proposed scheme adopts ideas from recent developments in the area of statistical analysis [147]
based on a bi-cycle application of AR modelling.

We note that there are three main goals desirable to any abrupt change detection mecha-
nism. The first goal is to minimize the number of false alarms. The second is to maintain a
very short delay before which actual change is detected. Finally, an efficient algorithm must
provide an indication of the magnitude of the occurring abrupt change.

In order to describe the functionalities of the NPA, let the time series {z;(t1), z;(t2), - - }
denote a sequence of increments in observations obtained from the j-th network monitoring
variable, where ¢; is the time variable. In the rest of this section, z;(t;) will be referred to
simply as z; where the subscript j is considered implicit in the manipulations. The series can

be expressed using a second time series {y1, Yo, - - - }, such that,

Ty = yi+u, and (5.1
k

i = Zajyi—j+5 (5.2)
=1 '

{y1,y2,- - - } is a piecewise constant AR process of the k-th order. ¢ is a white noise following a
Gaussian distribution A/ (0, 6%). The conditional probability distribution for z; can be obtained

as [158], [147].

pe(zs].) = pliltik, - Tic; 1,0, Qi 0F)
1 _(mimw)?
= e =t (5.3)
OV 2w

k
Wi = nt )o@ —p)
=1
It is worth noting here that the AR parameters can be estimated using different methods de-

scribed in literature, e.g., via minimizing the squared errors [160], [161]. Once those param-
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eters have been estimated, the AR model is then considered a representative of the normal
behavior of the network node.

Using the conditional probability distribution, a normalized measure of the deviation of a
point z; in the time series can be calculated as

dev(z;) = log pi(:].)

= logpa(a) — 1 ©4)

where log denotes the natural logarithm,
The averaged loss or deviation in the time series {z;,Z2- -} can then be calculated by
averaging the occurring deviations in individual points over successive time periods of length

T to obtain,

ls
zl=§ Z dev(z;) (5.5)

i=(l—-1)s+1
where the index [ refers the [-th interval, and s is the number of samples within each interval.

One can further eliminate false alarms by reducing effects of isolated outliers through the
analysis of the time series {21, 2;,---}. This can be achieved by remodelling {z;, 23, -}
using a second AR model {hy, h, - - - }, such that z; = h; + i. Consequently, a second condi-
tional probability density function pi(2;|.) is obtained and used to calculate an overall deviation
measure (obtained using (5.4) by substituting for z; with z;).

It is worth noting here that the size of the period under investigation, T', influences the delay
in detecting an abrupt change in the series under investigation. When T is large the detection
of an abrupt change is delayed. On the other hand, a very small T' does not allow for diluting
the effects of isolated outliers, and hence increases the chances of detecting false alarms.

As shown in Figure 5.1, the process of abrupt change detection is applied to the time series
obtained from the increments in each of the measured network monitoring variable. The final
result of this step is a set of normalized measures for the deviation of each variable from the

consciously learnt normal behavior.
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5.5 Step 2: Dempster-Shafer for Anomaly diagnosis

The goal of this step is to apply concepts of Dempster-Shafer’s theory (DST) to the calcu-
lated deviation measures, obtained in the previous step to classify the root cause failure of the
detected anomaly.

Using DST concepts, a-priori available knowledge about pervious network failures are used
to generate hypotheses and bodies of evidence that will lead the decision concerning the most
probable root-cause of the detected network anomaly.

To formalize this step, let the vector ¥ (t) = [¢'(2;) - - - ™ (¢;)] denote a normalized (1 x m)
deviation indicator (DI) vector that measures the abrupt changes in mn network variables at time
t;, 1.e.,

P (t;) = dev (2;) (5.6)

where z;, is assumed to be obtained as shown in the previous section. Note that 17 (¢;) € [0, 1]
corresponds to the deviation in the j-th performance monitoring variable at time ¢; (henceforth,
t; will be removed for brevity). A value /=1 indicates maximum abnormality while a value
of ¢* = 0 reflects normal operation.

Using the DST to classify network anomalies requires establishing an initialization proce-

dure involving the following steps:

o Defining the frame of discernment 7 = {Fj,---, F)s} with F; describing a certain
failure type such as a congested router or an inadequate router buffer size. The set F
represents a set of mutually exclusive and exhaustive propositions about all possible

network failure types.

e Constructing a training set Dy = (U, Ly) of N DI vectors Uy = {1, - ,% 5} and
N corresponding labels of failure types Ly = {L;,---, Ly}. The i-th element of ¥,,,

1,, is associated with a corresponding label L; where L; € {1,--- , M} points to the
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failure class F, € F.

Upon receiving a new DI vector, denoted by 1?), the objective of the DST classification
engine is to recognize the most probable root-cause failure Fe Fof 12) More precisely, the

process of diagnosing a possible network anomaly involves the following basic steps,
1. Identifying bodies of evidence, &;, that can be derived from {b and the training set D y.

2. Computing individual bpas, mg, (A), which quantify the belief that A contains the root-

cause failure F', where A € 27.

3. Using the DST combination rule (4.2) to combine the hpas obtained from all pieces of
evidence regarding the hypothesis that F' € A. The resulting combined bpa for each
A € 2% can be utilized in (4.4) to find Bel({F,}) that measures the belief that #' = F,,

i.e., the belief that F}, is the root cause for the detected ).

4. Decision making that involves reaching the final conclusion that #* = F, is the most
likely failure scenario according to the measured deviation {p This step is achieved by

selecting F;; that maximizes the belief Bel({F,}) according to (4.5).

The main challenging part in implementing the above steps lies in deriving a suitable bpa,
me,(A). A desirable bpa is one that reflects our true belief in the correct classification based
on the evidence obtained from each vector in the training set. The difficulty in this regard
typically arises from the nature of the training set Dy and its distribution over the set of failure
classes 7. The rest of this chapter introduces three different approaches aimed at addressing
this problem for three types of training sets with different characteristics.

The first approach is based on ideas introduced by Denoeux in [162] and handles training
sets characterized by a symmetric distribution over the set of failure classes . This approach

is presented in Subsection 5.5.1.
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The other two approaches are new ideas presented here to handle imbalanced training sets
in which one or few classes dominate the rest of the classes with regard to their representations
in the training set. Those techniques are presented in Sections 5.6 and 5.7.

To proceed with presenting these approaches, it will be necessary to construct the evidence
¢; that supports the belief that ¢ corresponds to F", the root-cause failure under investigation.
This evidence may be established based on the relation between the two DI vectors 1/) and
;. An intuitive relation suitable for that purpose is the distance between those two vectors.
Throughout the remainder of this chapter, the Euclidean distance is selected as the distance

measure between any two vectors and is calculated from

(5.7)

As the distance d(ﬁ), ;) decreases, our belief that {p belongs to the same failure class as
that of 1); must increase and vice versa. Hence, an effective bpa should be given by a function

that is dependent on d(z, v,) and reflects the aforementioned relation.

3.5.1 bpa for balanced training sets

In situations where the available training set is not biased towards a particular class, the bpa

corresponding to an evidence ; can be defined by

p A= {F}
me(A) =4 1-p* A=F (5.8)
0 A€ 2P\{{F.}, F}

where p“) = ae~"4®%)* suchthat 0 < a < 1 and 0 < v < 1[162].

One can interpret (5.8) as follows: as the values of the deviations of monitoring variables

in the two deviation vectors are close, there are higher chances that they will cause the same
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network faults. On the other hand, as the distance increases, the training vector is reluctant to
provide any valuable information about the cause of the network failure corresponding to 1})

In this representation of the bpa, the focal elements of each evidence &; are the members of
the set {{ F,}, F}. The amount (1 — pl(L")) represents the degree of uncertainty in addition to
the ignorance in labelling the new vector {p using the knowledge about the label of 1),. Hence,
(1- pEL")) is equally distributed over all possible failure types represented by the frame of
discernment itself.

Denoting the bpa resulting from combining N, < N evidence, ;, for which L; = F, by
ma) e,

mM)(4) = ©i.1,=r, Mg (A) Ae2” (5.9)

Using (4.2), it can be shown that, m(¥e)(A) is obtained as

1-TI51-p9) A={F}
mPN)(4) = (5.10)

Ms0-A%) 4-7

and the total bpa resulting after combining all m(V9)(A), g = 1,--- , M, mM(A), ie.,

mM(A4) = @M m®)(4) Aec2” (5.11)
is given by
m ™) ({F ) 1,0, m™) (F)
m™({F,}) e (5.12)
Vge{l--- , M}
M (Ng) C
m®™(F) = —_Hqﬂ";( ©) (5.13)
where,

M
K=Y q=1"]][m™)(F)+ (1 - M) [[m®(F)
T#q q=1
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It is worth noting here that an important property of the utilized rule is that it is commu-
tative and associative. This is desirable because evidence aggregation to reach one conclusive
decision given all collected evidence should be independent of the order of evidence gathering.

The rule focuses only on those propositions that both bodies of evidence support.

5.5.2 Anomaly diagnosis

To determine the root-cause failure corresponding to the vector 121, the combined bpa obtained
by (5.12- 5.13) is used to calculate the total belief associated with every failure. The singleton
elements of the calculated belief function are the candidate classes of failure for 12;

Using (4.4), total belief associated with every failure class F}, is shown to be as follows
Bel({F}) =m™({F,}), Vge{L,--- M} (5.14)

The class F" that maximize the belief value is selected as the most probable root-cause corre-

sponding to the measured DI vector 12) such that

A~

F = arg s (max(Bel({F:}))) (5.15)

3.6 bpa for imbalanced training sets

In the pervious section, the evidence extracted from knowledge about the label L; of each vector
1, in the training set only influenced our belief about the membership of the new vector % to the
class Fr,. However, it did not add to our belief or disbelief about its membership to any other
class. In some situations, particularly for the case of failures resulting from network intrusions
and novel attacks, an imbalanced training set, where the occurrences of one or more of the
anomalies are dominant, degrades the accuracy in the classification of such minority anomalies.

This minority problem is well known in classification and is the subject of a considerable body
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of research in literature [163]. However, to the best of the authors’ knowledge, it is still an
open issue for the case of DST-based classifiers.

In this section, we develop a second bpa particularly suited for imbalanced and small train-
ing sets. An optimal bpa in such cases is one in which every training pair can strongly direct
the outcome of the decision engine to the correct classification. To achieve this, N — k elements
of the training set is used to construct a signature set © = [61, - - - Orr], where 0; represents an
estimate of the center mean of each of the failure class F; under investigation. Consequently,
the remaining k DI vectors are used to construct pieces of evidence to guide the classification
decision. Since the successive applications of DST combination gradually accumulates evi-
dence towards the correct class, these estimates of classes means are not necessary required to
be accurate. Rather, they are mostly required to represent rough estimates of each class vectors.

Using this signature set, one can create a new evidence ¢; for each training pair (¥;, L;)
with respect to a new DI vector 1) as follows

e~ (dBa—v)—d(B—v,))?
Yo e (=) —d(h-sp))?

me,({Fy}) = ¥ = (5.16)

Vg € {1,---,M}. In this representation of the bpa, the focal elements of each evidence
§i are the singletons {Fy}, {F3}---,{Fy}. One important feature of this bpa distribution
scheme is that in contrast to the first distribution (5.8), every DI vector in the training set is
likely to enforce the belief in the correct failure type. This idea is illustrated by two simplified
classification examples shown in Figure 5.2. Figure 5.2.a depicts the regions of three equally
distanced classes, F, F5, and F3, in a one dimensional space, with estimated means 6y, 6,
and 03, respectively. Both vectors 1; and ; assign the highest mass, pgl) = ¢~(@ai—b)? /K,
and p§-1) = ¢~(a-b)" /K, respectively, to the correct failure class F for the new DI vector 1?;
regardless of their class membership. The constant K is the normalization factor. It can be
(1)

shown that, in this particular case, p§1) =p;’ = e /K, where c is the distance between 170

and 01.
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It is important here to highlight the performance of the bpa defined in (5.16) under the
special case depicted in Figure 5.2.(b). In this case, both the center means 6, and 5 of two
classes F and F3, respectively, are equally distanced from the center mean 6 of a third one F}
in a two dimensional space. It is clear here that, in this case, members of F;, and F3, ¥, and 9},
respectively, contribute equally to the belief that 12) is a member of the two other classes (Fi, F3
for ¢, and F1, F; for v,)), i.e., p§‘> ~ p£3) and p§1) ~ p;_z)- However, they do not contradict the
evidence from a third vector 1, shown on the schematic diagram, where it is easily seen that
pfcl) > pg) and pfcl) > p,(cs), and hence v, provides a sufficient guide pointing to the correct

class F} of which 12) is a member. Once different pieces of evidence are constructed from the

Figure 5.2: Illustration of the performance of the signature-based scheme in two special cases.
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training set, they are combined using the Dempster combination rule (4.2). It can be shown

that the resulting bpa after combining all evidence from k training vectors {2y, - - - , ¥}
k(@
mO({F}) = H—=;§p—) Vg {1, M}, (5.17)
M
K = Z mk({F a})
g=1

Again, these values are used to calculate the belief in each class according to (4.4). The failure

type that maximizes the belief function is then selected as the root-cause failure corresponding

~

to .

3.7 Adjustable bpa for imbalanced training sets

This section presents a third bpa distribution that suits cases where it is desired to inject external
knowledge into the decision engine. This case is particularly suitable for anomalies resulting
from infrequent network faults or in order to distinguish between two or more anomalies that
exhibit very similar traffic characteristics. This external knowledge can be obtained, for exam-
ple, through experts’ knowledge or by using a set of a-priori known heuristics.

An example of an expert knowledge is that given a new DI vector 12: with a particularly
high value for the j-th monitoring variable, the expert may be sure that it does not belong to a
certain class F; and assigns a zero mass value, (my, ({F,}) = 0), to this class in all constructed
pieces of evidence &; during the classification process of that vector. An example of a heuristic
rule is a one that assigns a high mass to one of the failure classes representing denial of service
(DoS) attacks and flash crowd events according to the value of a particular monitoring variable
in the DI ;.

We demonstrate the advantage of constructing knowledge-based bpas via a particular ex-

L) is assumed to be specified by some sort of an expert’s knowledge or based

on the distance measure as in (5.8). Since p(-L") represents the belief that F, is the actual failure

]

ample in which pl(
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(L:)

that prompted 1 (based on the evidence, &;, that is deduced from ,), (1 —p;”"’) represents the
amount of uncertainty in addition to the ignorance in the system.

The key idea is that, in contrast to the pba described by (5.8) where the remaining amount
of uncertainty and ignorance was assigned to the whole bulk of the frame of discernment F,
(1- pz(Li)) here will be distributed over consistent focal subsets in 2%, where each subset has
at least one element that is common to all other subsets with nonzero mass value. As will be
confirmed through theoretical derivations and experimental results in Section 5.8, this type of
pba exhibits a significantly better performance compared to the one given in (5.8) in the case
of a biased training set.

To proceed with deriving this distribution, we will need first to identify a set D, C Dy of
k-nearest neighbors of the new DI vector, 1, based on their Euclidian distances to that vector.

Without loss of generality, we assume that the ignorance of the system is negligible, and

(Li)

hence, (1 — p;”*’) represents only the uncertainty component in the decision making process.
The portion (1 — pl(L")) will be divided over the entire range of a subset of failure classes. This
subset, denoted by F C F, is derived from the set Dy and is defined by F= {F1, -, Fyg}
Hence, F groups the M most probable failures that caused 7, and therefore, it should be
advantageous to assign various degrees of confidence to its subsets. We propose the following

assignment,

mg,-:r:,éL,-({FL,-, FT}) =

2m§¢:r¢j#Li({FLi7 F’" E7}) = (5 18)

=(M—1)m§,({FlaF2) 7FLia"' 7FM}

In other words, (5.18) states that the belief in that the candidate failure type is either F, or
Fp,,r # L;, is twice stronger than the belief that the candidate failure type is in { F}., Fp, F;}, r#

J # L, and is three times stronger than the belief that it is in {F}, Fy,, Fj, Fy}, 7 # j #
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L; # k, and so forth.

It should be mentioned that the distribution scheme described by (5.18) represents only one
approach in which the belief assignment is performed automatically. Nonetheless, it is possible
to manually tailor this distribution using some heuristically available information in situations
where obvious gains are anticipated from incorporating external knowledge. In fact, the distri-
bution in (5.18) in addition to showing improved classification accuracy, offers a closed-form
analytical expression for the bpa that can be used to derive a lower bound on the expected ac-
curacy as will be demonstrated in the following section. The closed-form is obtained by noting

that

i=M
(1-p") = Y meypn({Fu, F})

J=1j#L;
Jk=M
+ Y miupn({FL, Fj F)) + - +
Jik=1,j#k#L;
mfi({FlaFQ)"'aFLia"'aFM}) (519)

In general, using (5.18) and (5.19), it can be deduced that m(A), A € 2% is given by,

Ty
me, (A) = Up M —h=1) : (5.20)
e M=1) .
o | @r-))
j

Ac2F FL € Ah=|A

Different pieces of evidence extracted from the k neighbors of 12: are then combined and the
most probable root-cause failure class is selected as the one that maximizes the belief value.

It is worth noting here that the Dempster rule is difficult to apply when kernels have non-
singleton focal elements. However, several approaches have been proposed in literature, ¢.g.,

[138] to reduce this complexity.
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5.8 Performance Analysis of the NPA

5.8.1 Performance of Abrupt Change detection scheme

This section summarizes performance evaluation results of the proposed scheme for abrupt
change detection. Data for this study consists of SNMP measurements collected at a server
at the university of Ottawa for the duration of one month. Five MIB counts were chosen for
investigation and are obtained from MIB-II [95], namely, the quantity of input and output of
octets (ifInOctets and ifOutOctets, respectively), the number of IP datagrams received from all
interfaces (ipInReceives), the number of datagrams correctly delivered to the higher layers as
this node was their final destination (ip/nDelivers), and finally, the number of datagrams passed
on from the higher layers of the node to be forwarded by the ip layer (ipOutRequest). The
diagnosis was focused on detecting four types of network faults F, Fy, F3 and F}, respectively

referring to a router software bugs, network congestion, crashed server and user misuse.

Each of the five MIB counts is sampled with a frequency of one sample every 15 sec.. The
window size for averaging the deviation measures, T', was selected to include 20 samples. In
both cycles of signal modelling, a first order AR was applied and the model’s parameters were

estimated using the least square method.

Figures 5.3,5.4, 5.5, 5.6 and 5.7 show a representative sample of the increments measured
for the MIB variables under investigation during a period of approximately 4 hours. The as-
terisks in the top panel of the figures indicate the deviation measure dev(z;). A value of 1
indicates a maximum deviation from the normal behavior while a 0 value refers to a healthy
router.

As shown, of the five variables, ipInReceives and ipInDelivers tend to show bursts in their
deviations. Hence, they are borne to trigger more false alarms as compared to the other vari-

ables. For normal traffic, all other MIB variables maintained a near zero deviation level during
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normal network operations.

An alarm is raised by a variable when the deviation measure for the variable at a point in
time exceeds a certain threshold (this threshold is set to 0.5 for all variables in these set of
experiments). Table 5.1 provides the number of alarms triggered by each variable during one
month of observation and the average alarm hourly rate.

A detected fault is the result of one or more raised alarms during p = 30 min., where
p is referred to as the estimated average fault period and was set experimentally. A false
negative fault results from a network fault that was not detected by an monitoring variable
through a raised alarm during p. A false positive fault, consequently, results when an actual
known/unknown fault occurs at the router during p. The detected, false negative and false
positive faults ratios are the ratios between the number of detected, false negative and false
positive alarms, respectively, to the total number of raised alarms. Table 5.2 depicts these three
ratios accumulated by the week over one month of testing. The low ratio of false positives
is attributed to the two cycle of AR modelling which further dilutes the effects of isolated
changes in each variable. It was also noticed that alarms raised by the variable ipInReceives
where present in almost 85% of the false positive alarms. This can be interpreted as the high
sensitivity of the variable to any changes in the underlying router’s health.

In the following sections, given the measured deviations for each of the MIB variables, we

investigate the correlation among these variables through the DST decision engine.

5.8.2 Accuracy estimation of different bpas

Before qualitatively analyzing the performance of the second step in the proposed scheme of
anomaly classification, we first derive a theoretical estimation of the classification accuracy for

each of the three proposed bpas.

For briefly, henceforth, we will refer to the first pba (5.8) as a pba with no distrusting of
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Figure 5.3: Increments of ifInOctets (upper panel) and corresponding deviation level (upper

panel) (x-axis represents time in 15 sec. increments).

Table 5.1: Alarm rate over a one month period.

Variable number of alarms | alarm hourly
(per month) rate
ifInOctets 380 0.53
ifOutOctets 442 0.61
ipInReceives 3163 4.39
ipInDelivers 2163 3.1
ipOutRequest 1591 221
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Figure 5.4: Increments of ifOutOctets (lower panel)and corresponding deviation level (upper

panel) (x-axis represents time in 15 sec. increments).
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Figure 5.5: Increments of ipInReceives (lower panel) and corresponding deviation level (upper

panel) (x-axis represents time in 15 sec. increments).
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Figure 5.6: Increments of ipInDelivers (lower panel) and corresponding deviation level (upper

panel) (x-axis represents time in 15 sec. increments).

Table 5.2: Anomaly detection accuracy.

week#1 | week#2 | week#3 | week#4

detected faults 0.976 0.962 0.96 0.96

False positive 0.016 0.016 0.016 0.018

False negative || 0.021 0.03 0.03 0.03

uncertainty (NDU) since the remaining uncertainty, (1 — p,(-L")), is totally assigned to 7. We
will also refer to the bpas defined in (5.16) and (5.20) as a signature-based (SB) bpa and a bpa

with gradual distribution of uncertainty (GDU), respectively.

It is intuitive that the degree of accuracy in deciding the correct network root-cause failure
F corresponding to a new DI vector ¥ is dependent on three components. The first component
is the accuracy in representing degrees of confidence in each candidate class given a training

vector. The second relates to the coverage space of the training set Dy. Finally, the third
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Figure 5.7: Increments of ipOutRequest (lower panel) and corresponding deviation level (upper

panel) (x-axis represents time in 15 sec. increments).

Reproduced with permission of the copyright owner. Further reproduction prohibited without permissionyaw\w.manaraa.com



CHAPTER 5. ANOMALY DIAGNOSIS VIA STATISTICAL ANALYSIS AND EVIDENTIAL REASONING142

component has to do with the trend in the behavior of the underlying network in response to
the same failure type at different points in time. Without loss of generality, by assuming that
monitoring variables are highly responsive to differences between different root-causes, effects
of the latter component can be neglected. In the following, we analyze the effects of the two

remaining components.

Accuracy estimation based on a single training vector

In this section, we derive a theoretical bound to the accuracy achieved in representing degrees
of confidence for the correct classification of 1/3 for each of the proposed bpas given a single
training pair (¢, L;).

We will use the relative atomicity a(A, B) of a focal element A € 27 with respect to an

arbitrary set B € 27 as defined in 4.22 and restated here for convenience [136]

_|AnB]
a(A,B) = B

A,Be2r, B<+#¢, (5.21)

Now, one can use the probability expectation [136], of the correct class F, E({F}), to measure

the confidence in deciding F' measured by utilizing d(v;, P).

The function E(A) can be obtained as a weighted sum of beliefs m(B) with a(A, B) as the

weighting coefficients [136], i.e.,

E(A)= ) m(B)a(4,B) (5.22)

B:A€B,Be2F

As indicated by (5.22), the probability expectation is a function of the assigned mass values
and hence is highly dependent on the representation of bpas. In the following, E({F}) is

calculated for each of the proposed bpa distributions given a training pair (v,, L;).
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In the case of the NDU scheme, substituting (5.8) in (5.22), we get,

_ (L) N
)+—1 2 ") F=FL,-

(Li
D;
Enpu({F}) = (5.23)

(Ly) ~
o F# Fy,

For the SB scheme, since the focal sets of the pba defined in (5.16) are all singletons, i.c.,

ANB = ¢,Ymg,(A), mg,(B) > 0, then we have

A

Esp({F}) = mg,({F}) (524)

where my, is defined in (5.16).
For illustrative purposes, we further focus on the special case where the means of consecu-
tive classes in F are equally distanced, such that d represents the distance between the means

of F; and F;,;. In this special case, it can be shown that

—c2

K

Ew({F}) = (5.25)

where ¢ = d(0, ;) — d(i, v,), the normalization constant K = M e (a+=Dd? apd § s
the mean of F.

Finally, in case of (5.20), Egpy({F;}) can be obtained as follows,

EGDU({F}) D; (4 ( pz(‘Li)>

(5.26)
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for F' = Fp, and

Eaou({F}) = (1-p*")

M-—2
(M —i-1)
i=M-2 g
> - (5.27)
i=0 . -1} .
G+ | (M -y)
J

for I # Fy,. Figure 5.8, shows a plot for the probability expectation of £/, E({E'}), versus the
size of 7, M, for the three bpa methodologies using two different training vectors 1, and ;.
The first vector, 1, belongs to the same class of {p with d(v;, 12;) = 0.7 and the second vector
belongs to a different class with d(v);, {p) = 1.5 in a three dimensional (m = 3) space.

Figure 5.8 shows that, while the GDU method assigns the highest belief to ' in the case

of 1;, the SB method, shows a lower but a relatively constant probability expectation value for

both training vectors, regardless of their class membership.

Accuracy estimation for a training set of size V

Having derived an accuracy estimate for classification using a single training vector, we pro-
ceed to analyze the effects of the distribution of the training set D on the accuracy of classi-
fying F.

In the case of the SB scheme, the total probability expectation of F' after combining ev-
idence from N vectors, ng,f)({ﬁ‘}), can be calculated by substituting for my, in (5.22) with

(5.17) and noting that a({F'}, {F'}) = 1, a({F'}, A) = 0, VA # {F}, to obtain,
ER({F}) = mM({F}) (5.28)

where m!™) is obtained from (5.17) by substituting for £ with V. From (5.28), it is clear

that each vector 1), contributes to the overall accuracy of the scheme. Hence, this particular
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Figure 5.8: Probability Expectation of F for different bpas.
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distribution is expected to achieve the same high degree of accuracy in the case of a biased set.
In order to derive a similar measure for the NDU scheme, vectors in Dy are divided into
two sets, the set of N < N vectors with labels pointing to F" and the set of N — N vectors

representing F\{£'}. It can be shown that

E(FY) = m® () + T 0T 5:29)

where m(™) ({ F'}) is obtained by substituting in (5.12) for F, and N, with ' and N, respec-
tively , and m—mlj\f{if—}) is defined in (5.13). A quick analysis of m(®) ({£}) shows that the first
term in (5.29) is highly dependent on N. A smaller value for this term (resulting from a small
N ) is reflected by a large increase in the nominator of the second term which in turn is equally
distributed over the entire range of classes in . This interprets the decrease in the accuracy of
the scheme for biased sets.

A closed-form for ESY)({F}) for the GDU distribution can not be derived due to the
existence of non-zero mass values of non-singletons. However, it is intuitive that this value
lies somewhere between Eég’)({lf’}) and Egg%}({ﬁ’ }). This fact was illustrated in Figure 5.8 as

EGpy ({I:’}) > Enpu ({F}) for the two vectors.

5.8.3 Experimental resuits

In order to experimentally measure the performance of the classification scheme, the root-
causes of the previously measured deviations resulting from monitoring the University of Ot-
tawa server for a period of one month are manually identified and recorded. The frame of
discernment F was set to the previously defined failure types Fi, Fy, F3 and Fy. A subset of
this data was used to train the DST-engine while the remaining data was used for testing its
performance. In the following, experimental performance is measured in terms of classification

accuracies and is compared to that of the majority-voting (MV) scheme [164].

Reproduced with permission of the copyright owner. Further reproduction prohibited without permissionyaw\w.manaraa.com



CHAPTER 5. ANOMALY DIAGNOSIS VIA STATISTICAL ANALYSIS AND EVIDENTIAL REASONING 147

The different bpas are defined by setting p{™) = ae~¥%)* where o and v are set
experimentally to 0.95 and 0.9, respectively.

The experiments described in this section were carried out by randomly selecting a training
set, with prescribed criteria, from a total of 45 DI vectors. Each experiment was then repeated
10 times where results obtained were averaged and reported with each experiment.

In the first experiment, 3 representative vectors of each class were randomly selected to
construct a balanced training set of size N = 12 (referred to as Training Set #1). These 12
vectors were also used to construct the signature set used in the SB scheme. Figure 5.9 depicts
the classification of 45 vectors into the four failure classes with respect to the three variables
ipInReceives, ipInDelivers and ipOutRequest, represented by the x, y, and z axes, respectively.
As shown in this figure, I represents a failure class accompanied by higher deviations of
ipInReceives, while small changes in the same variable were indications of F; failures. Fj
represented the most frequent type of failures and was characterized by changes in the three
MIB variables. The four panels in Figure 5.9 present the classification results obtained from
using the three bpas approaches in addition to the MV scheme with k = 12 neighbors from the
45 vectors. Incorrectly classified vectors are represented by dark markers. The first column in
Table 5.3 shows the ratios of the correctly to incorrectly classified DI vectors for each of the
four methods based on the outcome of the 10 runs.

In the second experiment, effects of imbalanced training sets on the performance of the
different bpas were investigated by biasing the training set towards F3. This was achieved by
randomly selecting 3, 2, 4 and 2 vectors for Fy, F», F; and Fy, respectively, to construct the
second training set (referred to as Training Set #2), which has also been used to construct the
signature set for the SB scheme. Figure 5.10 and the second column in Table 5.3 illustrate the
performance (averaged over 10 runs) of each scheme. It is important here to stress that GDU
and SB approaches demonstrated a considerably better performance than the MV and NDU

schemes. However, the SB scheme exhibits a slightly less accuracy than GDU. This fact can
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be attributed to the natural high variance in the F3 and F} classes, whose center means were
not captured accurately by relying only on 4 and 2 vectors, respectively, in the training set.

To further illustrate this issue, we used the available 45 vectors to calculate the center means
of each class and construct the signature set. The above experiment was then repeated using
a third data set (denoted by Training Set #3) formed by randomly eliminating 1 vector from
Training Set #2, where the eliminated vector was selected from those representing classes Fi,
F, and F}. The averaged accuracy levels for this experiment is shown in the third column of Ta-
ble 5.3 and a sample of the obtained results is illustrated in Figure 5.11. As those demonstrate,

showed higher accuracy levels when using the SB method in this case.

5.8.4 Computational Complexity

One critical issue for any diagnosis technique is its computational requirements since it will
compete over the available router resources with serviced traffic packets. In the following, we
provide a rough calculation of the computational complexity required by the proposed scheme.

The first step of abrupt change detection involves a bi-cycle application of AR modelling.
This step requires the estimation of the AR model parameters via adaptive least squares al-
gorithms, with computational and storage complexity of O(k), where k is the number of un-
known parameters to be estimated [161]. Throughout the afore-described experimentations, an
AR model of the first order (k=1) was employed for each MIB variable and therefore this step
required O(s) complexity, where s is the number of variables under investigation.

The second step requires calculating the bpas whose complexity scales linearly with respect
to the size of the training set N, i.e., O(N).

In the final step, the Dempster rule of combination (4.2) is applied. It is known that this
process is #P-Complete but is drastically simplified in cases where the focal elements are sin-

gletons. In the case of the SB and NDU schemes, the complexity of applying Dempster com-
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bination rule is O(|F|), where |F| is the number of all possible failure types. For the GDU
scheme, this complexity is O(|F| log | F|).
The above analysis shows that the upper bound for the total complexity in the detection and

diagnosis of the anomaly is O(s) + O(N) + O(|F|log | F|).

5.9 Summary

In this chapter, we developed a novel scheme for the diagnosis of network anomalies at run-
time. A bi-cycle of auto regressive models was applied to monitoring variables to detect abrupt
changes. The detected anomalies were then fed to an anomaly classification engine in order
to identify the root-cause of the detected anomaly. Two new approaches to assign mass belief
values to the classes under investigation were presented to handle imbalanced training sets. We
derived theoretical bounds for the accuracies of the proposed classification schemes. Experi-

mental results demonstrated the effectiveness of the proposed diagnosis scheme.

Table 5.3: Ratio of correctly to incorrectly classified DI vectors.

Method Training | Training | Training

set#1 set#2 set#3

Majority Voting (MV) 0.85 0.67 0.71

No distribution of uncertainty (NDU) 0.98 0.88 0.8
Signature based distribution (SB) 0.95 0.91 0.987
Gradual distribution of uncertainty (GDU) 0.97 0.96 0.90
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Figure 5.9: Classification of root-cause failures using training set #1 (F} as squares, F;, as

triangles, F as circles, F; as diamonds, filled shapes indicate a misclassification).
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Figure 5.10: Classification of root-cause failures using training set #2 (F as squares, F, as

triangles, F3 as circles, F; as diamonds, filled shapes indicate a misclassification).
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Figure 5.11: Classification of root-cause failures using training set #3 (F; as squares, F), as

triangles, F3 as circles, Fy as diamonds, filled shapes indicate a misclassification).
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Chapter 6

Policy-Based Adaptive Management

This chapter presents a novel paradigm to approach the issue of autonomous policy-based
management of wired/wireless differentiated communication systems. In contrast to existing
management approaches which require static a-priori policy configurations, policies are created
dynamically. The proposed scheme addresses the management issue from a new perspective
through posing it as a problem of learning from current system behavior while creating new
policies at run-time in response to changing requirements. Given sets of network objectives
and constraints, policies are assembled at run-time. The new approach gives flexibility to users
and applications to dynamically change their QoS requirements while maintaining a smooth
delivery of QoS through network monitors feedback. The chapter is organized as follows.
Sections 6.1 and 6.2 introduce concepts of policy-based network adaptation and basic policy
notations, respectively. Related work for adaptive policy-based management is discussed in
Section 6.3. A description of the proposed network adaptation scheme is presented in Section
6.4. Simulation results are presented in Section 6.5 to demonstrate the performance of the

proposed work. Finally, Section 6.6 concludes the chapter.

153
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6.1 Introduction

This chapter proposes a new paradigm to approach the issue of autonomous policy-based man-
agement of wired/wireless communication systems. The proposed work is inspired from the
process of public policymaking process in the real-world [165]. The novelty of the presented
scheme lies in that sets of policies, that are specifically adapted to suit current resources avail-
ability and users demands, are dynamically assembled and dispatched at run-time. By decou-
pling the functionality of adapting network-level policies from the task of mapping business
objectives and abstract users’ requirements, the proposed work offers users and administrators
the freedom to specify and dynamically change their requirements. The first step of mapping
higher-level requirements is carried out by the adaptation agents as described in Chapter 3
which results in a set of network level objectives. Given sets of network-level constraints,
objectives and sets of possible actions to be taken, decisions for policies customizations are
taken at run-time based on values obtained from forecast functions to best utilize the available

network resources.

6.2 Policies- Basic concepts

The notion of predefined policies has been introduced as a promising solution to address the
needs of QoS traffic management. These policies prescribe a set of rules that guide the be-
havior of network components. Once defined by administrators or network operators, these
policies are translated into network level policies and stored in a policy repository where it is
subsequently retrieved and enforced as needed.

According to the IETF [166], [167], The term policy can be defined as: A definite goal,
course or method of action to guide and determine present and future decisions. Policies are

described in the form of one ore more rules that specify actions that have to be performed in
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response to certain conditions.

IF <condition 1> AND <condition 2> ... AND <condition n>

THEN <actionl > AND <action 2> ... <action m>

A policy rule will often comprise of other rules, in other words policies can contain policies.
This notion of hierarchy enables complex policies to be built from a set of simpler policies,
and simplifies their management.

Policies evolve through a policy life cycle [168] which consists of the following stages:
policy specification, policy refinement, policy dissemination, and policy enforcement.

In the first stage in the life cycle, policy specification, the system user writes a policy in
some language and it becomes represented in some form within the policy support system. The
attributes of the policy described in the previous section are defined at this stage.

The next stage in the policy life cycle is that of policy refinement. This stage includes
expansion of domains, defining procedures, static conflict analysis (use of priorities, meta poli-
cies, etc.), and the creation of device specific executable policies. The outcome of this stage is
a detailed policy hierarchy.

The following stage is that of policy dissemination, i.e. the means by which the policies
are distributed to managers or by which the managers look up centrally held policies. Once
policy information is distributed to the management system some mechanism is needed in or-
der to undertake policy enforcement. This requires that the policy information is translated to
an executable form, is checked at the correct point in the management system function, and,
depending on the result, then selects certain actions over others. During the course of enforce-
ment, (dynamic) policy conflict may be detected through a manager (or managers) discovering
that they have two contradictory policies to enforce. Such conflict may simply be reported to
the policy support system or may be resolved by applying previously defined prioritization or

meta-policies that choose which policy to apply. Later stages of the life cycle may also include
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stages for disabling, withdrawing and deleting policies.
Policy-based networking is the ability to control a networking environment by specifying
and enforcing policies. Policy-based networking helps manage user and applications priority,

quality of service and security rights, based on management policies.

6.3 Existing Policy Adaptation Schemes

Policy-based network management has been introduced as a promising solution to the prob-
lem of managing QoS-enabled networks. However, static policy configurations built a-priori
into network devices lack the flexibility and may not be sufficient to handle different changes in
these underlying environments. Various research trends, e.g., [169], have highlighted the notion
of policy adaptation and the central role that it can play in QoS management in policy-enabled
networks. This notion of policy adaptation is becoming even more crucial as the managed sys-
tems become more complicated. In [170], Granville et al. proposed an architecture to support
standard policy replacement strategies in policy-based networks. They introduced the notion
of policy of policies (PoP). PoPs, acting as meta-policies, are defined to coordinate the deploy-
ment of network policies. The definition of PoP requires references to every possible policy
that may be deployed besides the identification of events that can trigger a policy replacement.
Although their work follows the concepts of policies automation, it puts a burden on the net-
work administrator to define both the standard policies and the PoPs. Planning policies in the
existence of PoPs is a complex task. Moreover, reaching an adequate policy replacement strat-
egy requires a complex analysis process. The administrator still has to check which policies
deployment strategies were successful and which strategies failed to achieve their goals and
manually update these strategies. Active network technology has been proposed as a solution
for policies adaptation in [171]. An adaptive policy-based management scheme specifies a pol-

icy life-cycle as a sequence of policy enforcement, traffic monitoring, and policy adaptation to
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update the deployed policy. Management scripts were used to describe policies along with their
life cycles. However, policy adaptation is performed only through adapting policy parameters
dynamically according to the current network behavior.

In [172] a genetic algorithm based architecture for QoS control in an active service network
has been introduced. Users are allowed to specify their requirements in terms of loss rate and
latency and then policies are used to adapt the queue length of the network routers to accom-
modate these requirements. Policies are treated as though they were genes. An autonomous
controller is used to export policies that improve the system performance while it de-activates
policies that degrade its performance. The proposed work has the advantage that it is bene-
fits from learning for adaptation. Our work follows the same concept of adaptation based on
learning while allowing users/applications to dynamically specify their requirements in terms
of high level policies.

Agents are used in [173] to represent active policies. The proposed architecture has a hyper-
knowledge space, which is a loosely connected set of different agent groups which function as
a pluggable or dynamically expandable part of the hyper-knowledge space. Active policies,
which are agents themselves, can communicate with agents in the hyper-knowledge space to
implement policies and retrieve information from agents. The architecture takes advantage of
intelligent agents features such as the run-time negotiation of QoS requirements. However, an
active policy by itself has to be created by the administrator, and once deployed to the network
it remains static through its life-cycle.

Network monitoring feedback has been introduced in [174] to dynamically decide between
different marking and policing policies for multimedia streams at the edge router depending
on the network state. A closely related work has been presented in [169], Lymberopoulos
et al. proposed a framework for adaptive management of Differentiated Services using the
Ponder language [175]. The framework provides the administrator with the flexibility to define

rules at different levels. Policy adaptation is enforced by other policies, specified in the same
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Ponder policy notation. A goal-based approach to policy refinement has been introduced in
[176] where low level actions are selected to satisfy a high-level goal using inference and
event-calculus. In contrast to existing approaches, the proposed framework takes advantage of
availability of previous experience gained from previously applied policies and their behavior
to make decisions concerning the creation of future policies.

Although significant research work has been carried out in the area of policy-based manage-
ment, existing techniques mainly focus on defining a-priori policies configurations to manage
network devices.

If strictly approached in that sense, policies would lend themselves to be of a static nature
and thereby introduce an immediate burden on network administrators. Administrators must be
able to develop different policies in order to identify and prioritize users/applications and their
requirements, provision network resources as well as monitor performance within the network.
With the increasing magnitude and complexity of current communication system components,
this task places proportional demands on administrators. Another direct consequence of that
static nature is that network administrators recourse to using estimates of network traffic and
users’ requirements in configuring network policies. These estimates can be a major source
of inflexibility. For example, initial distribution of network resources to different classes of
network services may not come close to optimal utilization of these resources without factoring
in past and future forecasted traffic loads. On the other hand, since network level-policies are
derived from business objectives and users/applications requirements described in service level
agreements (SLA) [23], policy-based management tools have to evolve and adapt with changes
in these objectives and requirements in a timely manner. For example, currently developed
adaptive applications, such as multimedia applications, are designed to continuously adapt
their QoS demands at run-time; thus putting a stringent dynamically changing requirement on
communication systems management tools. Also, users should be involved in a QoS selection

as they roam across different domains where cost is of primary concern.
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In summary, the need for an autonomous self-adaptable policy-based management scheme
with inherent dynamic capabilities is becoming inevitable. This scheme must manage, cus-
tomize and extend the underlying complex infrastructure of communication systems resources

in response to the continuously changing business objectives and users’ requirements.

6.4 Proposed Policy Adaptation Approach

In this section, we discuss the adaptation of network policies either to satisfy new users, appli-
cations and business goals delivered through the network side service prediction agents (NSPA)
or in response to feedback information reported back by network monitoring agents (MA). Ear-
lier work that addressed the issue of policy adaptation can be classified under one of two cat-
egories [169]. Schemes within the first category perform adaptation by dynamically changing
different parameters of a QoS policy to specify new attributes values. In the second category,
adaptation is carried out by enabling/disabling a policy from a set of predefined QoS policies
at run-time. The first category is very specialized and may not cover all situations specially in
highly dynamic environments. Meanwhile, policy adaptation through enabling/disabling poli-
cies does not scale well with the dynamic users’ requirements and the ever changing conditions
of underlying wired/wireless environments. The PAA scheme tackles this issue via posing it
as a problem of learning from current system behavior and using the results of this learning
process to assemble new policies at run-time. Nevertheless, the main challenge in assembling
policies at run-time lies in deciding on the appropriate policy actions that can be applied to the
different network components. More precisely, the following two issues arise in the decision
making process.

The first issue is related to the basic steps taken to reach the optimum decision. This
issue is addressed and inspired by novel approaches to the process of public policymaking

in the real-world [165]. In these approaches, the policymaking process passes through three
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main phases; stage setting, consideration of alternative decisions, and finally reassessment of
the applied decision. As shown in Figure 6.1, the proposed scheme follows the same steps
to decide network policies, while a feedback mechanism is used to ensure the correctness of
the delivered policies. The following sections present details of these three phases and their

implementation in the context of network policies.

The second key issue is in fact related to the second step of consideration of alternative
decisions which we elaborate further in subsection 6.4.2. Of particular importance in this step
is the notion of estimating the implications of each of the candidate decisions, on the network
performance. For that purpose, a formal prediction process that can measure the impact of each
potential decision on different network components is needed. Solving this issue stems from
two main observations. The first observation is that the behavior of the network in response to
a certain action is typically a function of the network traffic. The second observation is that net-
work traffic has self-similar properties and shows long range dependencies. This observation,
reported in [177], suggests that forecasting methods of economical and technical phenomena

can be employed to predict the behavior of each candidate action.

Forecasting methods can roughly be classified into one of two categories: time series and
causal regression [178]. Causal regression forecasts deal with the relationship between causes
and consequences for long term forecasts. In time series methods, the forecast is based on the
earlier behavior. Since time series methods proved to be successful in estimating network traffic
behavior, we adopt the same methods for forecasting the behavior of different actions [179].
Specific details on the adopted forecasting methodology will be presented in the following

sections.
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Figure 6.1: Stages of adaptive policies assembly and modification
6.4.1 Stage Setting: Information Gathering

The first step in the adaptive policy making process is stage setting. At this stage, all informa-
tion necessary for the process of policy creation is obtained. The information collected at this
stage is defined over three spaces: constraints space (CN), objectives space (Q) and the space
of all possible actions (A).

The constraints space, CN, represents the space of all physical limitations that can be im-
posed by the routers features. Examples of these constraints are: memory size, CPU speed, link
bandwidth and available mechanisms for policies implementations (e.g., available classifiers
types, metering, shaping and policing mechanisms and scheduling and queuing disciplines).

The objectives space, O, of the PAA describes the overall network QoS guarantees for
individual flows as well as for different classes of services. Formally, O is defined as the

Cartesian product @ : C x BW x L x D x J, where

s C is the space of classifications that a traffic may belong to. Therefore, an element
C; € C can be a class of service for flow aggregates, e.g., EF and AF, or an individual
flow specification, e.g., [P source/destination addresses, port numbers, MAC addresses,

or combination thereof.
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o BW, L, D and J are the spaces of allowed values of bandwidth, delay, jitter and loss,

respectively.

An objective O;(C;, BW;, L;, D;, J;) € O, or O; for short, describes the bandwidth, loss,
delay, and jitter requirements for a traffic within the classification C;. Examples of two PAA
objectives are: Oy(EF, 30%, 1%, 20ms, 3ms) and O,(IP_source = 122.145.1.20, 5Mbps, 3%,
40ms, 5ms).

The set of network domain objectives, at a certain time ¢, O, C C, can then be expressed
as O, = {O,0%,0%,--- 0L}, Of € 0. Oy is a statically configured objective which
represents the goal of maximizing the utilization of the available bandwidth capacity. It is
worth mentioning here that objectives may take absolute values, e.g., delay guarantees of EF
class is less than 100 ms, Dgr < 100 ms, or relative to other objectives values, e.g., delay
guarantees of EF class is less one third of the delay guarantees of AF class, Dgr < 1/3Djr.
An objective Of € O, will change in response to changes in higher level policies.

Now, as pointed out in the previous section, PAA policy adaptation is triggered due to either
a translated change in user/application or business policies or due to a feedback from network
monitors. Hence, once the adaptation process is triggered, the input to the stage setting step can
be represented as a partial subset O = {Ol O, , On} reflecting the required new objectives
or the actual measured objective, respectively. As the new sub-objectives are fed to this stage,

an objectives change NO = {AOy,- -+ , AOy,} is calculated as follows,

AO = O-0;
= {AOi||VO; € O : AOL(Ci, ABW;, ALi, AD;, AJ;)
= éi(éia BWi: ﬁiy ﬁi: jl) - OJ(C]ta BW]ta L§7 D;a J]t)7

Ct=Cy} 6.1

The objective change AQ is then used in the next stage of candidate action selection.
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Finally, the actions space, A, includes possible actions that can be used in the action part of
the policies. Associated with each action is an indicator of whether this action can be applied
to an edge or a core router. In other words, this indicator specifies whether this action is applied
to a single flow or flow aggregates.

Each action is associated with a Forecast Function (FF) [178]. FF is a mapping of a certain
action Ay to a set of forecasted values. This set of forecasted values is represented by a sparse

matrix F F, written using column-wise notation as follows,

FFr(n) = [fFI0If 3] | fm(n)]

In general, FF:(n) describes an estimated forecast of the effects of the n'® application of
action Ay on network performance. More precisely, the j** entry of the i** column, f ffyi(n),
represents the forecasted change in the ¢ QoS parameter for a certain flow with characteristic
classification C; in response to applying network action A,. The index j, therefore, can take
values of 1, 2, 3 and 4 corresponding to bandwidth, loss, delay and jitter, respectively.

Future values of each entry of FF at the next step n + 1 can be obtained by using one
of the established forecasting techniques [178]. We adopt a general forecasting function with
desirable smoothing features; namely, the adaptive-response-rate single exponential smoothing
(ARRSES) function. Using the ARRSES function, the value of the (7, 7) entry in FFy(n + 1)

is calculated as follows,

FHEn+1) = 0ndY + (1 - an)ffhin)

a - En—l
n Mn—l ’
En—l - /Ben—l + (1 - ﬂ)En-—Za

Mn—l = /Blen—ll + (]- - IB)Mn—Qa

Yn - f ilfj(n)v

[

3

|

—
{

(6.2)
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where 0 < 8 < 1, and |.| denotes absolute values. ffF;(n) is the past effect of action A on
the 7** QoS parameter of a traffic with characteristics C;, calculated after n times of enforcing
Ag.

f f}fi(n + 1) is the forecasted value of the change in the j®* parameter of a traffic C; if Ay
is to be applied.

aY? 1 is the observed effects of A on the j** QoS parameter of a traffic with characteristics
C; as reported by network monitors.

It can be notices that the value of the controlling parameter, o, is defined as the absolute
value of the ratio of a smoothed error E; and a smoothed absolute error M,.

ARRSES has been chosen for its simplicity, low memory requirements and accuracy. Fur-
thermore, it adjusts itself by changing the value of a; to follow basic changes in the action
effects on different QoS parameters. This provides an automated way of following the effects

of different traffic loads over the network.

6.4.2 Candidate Actions Selection

In the second step, the PAA selects one or more actions from the actions space that best attains
the specified change of objectives AQO obtained from (6.1). At this step, the PAA may negotiate
with other neighboring PAAs for the selection of the most suitable actions to be taken. The
negotiation may also involve the exchange of different actions and their FF. The selection
process is carried out by calculating an Expected Loss value for each action Ax € A, E£(Ax),

as follows,

4
Ec(Ar) = 3D wi(A0;; — fffi(n)), Ax€A (6.3)
j=1

i
where AO;; represents the required objective change in the 4t QoS parameter of class with
characteristics C;, and is obtained as, described earlier, from (6.1). w; is the weight of signif-

icance for the j* QoS parameter. In other words, £.(Ay) represents the discrepancy between
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the forecasted change in the QoS parameters and the actual requested change.
Now the process of choosing the optimum policy action reduces to the task of selecting an

action A that minimizes the expected loss values. This idea can be formally states as follows,

A =ming,ealr(Ax) (6.4)

6.4.3 Policy Assembly

The third step involves the assembly of a new policy given the actions selected in the previous
step. The assembled policy consists of a triggering event as translated by the PAA from higher
level policies (e.g., user location), conditions specified by the characteristics C; of the satisfied
objective, and the selected action A. The new policy can also be associated with a life time
after which it should expire and be deleted. Once a policy is assembled, it is dispatched to
be applied at the network level either to an ingress, egress, or a core router according to the

selected action type.

6.4.4 Reassessment

The final step in the policy adaptation process is performed by the reassessment module, as
shown in Figure 6.1, in order to evaluate the degree of success of the previously dispatched
policy.

Network monitors measure the average values for the actual QoS parameters of different
classes. For example, the actual throughput of traffic of class C; at time T is calculated as
follows,

1 to+T
BW(T) = = / BWi(t)dt 6.5)

to

In a similar manner, other performance parameters, L{"/(T'), D;**(T) and J;**(T), are calcu-

lated for each class of service C;.
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The PAA uses a definition of success (SUC) to reassess the decision of the applied policies.
SUC is defined as the difference between the current measured values of QoS parameters and

the required objectives, as follows,

SUC = Z Z w; (O — X530 =€), (6.6)
i ]

X
gj,i = log '—Aj—ﬂ— s (67)
Oj,i

O, is the new network objective for the j* QoS parameter of traffic C;. X} is the measured
value for the j%* QoS parameter as obtained in (6.5).

;i is an error function that reflects the degree of tolerance in a certain objective value.
We chose the error function to be the natural logarithm of the ratio of the current and desired
parameter values since it allows for a wide dynamic range of difference to be measured.

Based on the value of SUC, the reassessment module takes one of two actions. In case of
successfully achieving the required objectives, it modifies an entry in FF of the successfully
applied action, A, using (6.2) and replaces the current network objective O, with the newly
applied objectives O. Otherwise, the difference between the measured values by the monitors
and the required objectives is fed back to the first stage as a new objective change and the

adaptation process is repeated.

6.4.5 Illustrative Examples

In the following, we give illustrative examples of the elements of the constraints, objectives

and action spaces.

e Constraints set (CN)

A typical set of constraints is concerned with each router resources. As an example,
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it states available memory, disk size, buffers sizes, CPU speed, and supported different

queuing disciplines, e.g., FIFO, and round robin.

¢ Objectives set (O)
Table 6.1 gives an example of a possible subset of objectives of the PAA. As shown,
for each class of service, e.g., Expedited Forwarding (EF), the objective is to maintain
a guaranteed level of QoS. This level is defined in terms of corresponding values for

various QoS parameters such as loss rate, latency, jitter, and guaranteed bandwidth.

Table 6.1: PAA Objectives

0 C BW loss rate(%) avg. delay(ms)

O, EF 30% 0.1 30ms

O, AFI11 25% 0.15 100ms

O, BE 20% - -

O IP_source = || 1Mbps 0.4 100ms
122,137.120.1

e Actions space (A)
Tables 6.2 and 6.3 give a sample of the action spaces in edge and core routers, respec-

tively.

6.5 Simulation Details and Results

This section summarizes simulation results of the proposed scheme. A simulation architecture

was constructed to model a multi-domain environment used to evaluate the proposed scheme.
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Table 6.2: Sample of PAA actions for an edge router

A Action

A Increase token bucket generation rate by 1% for flow C;
Ay Decrease token bucket generation rate by 1% for flow C;
Az Increase token bucket burst (size) for flow f

Ay remark with AF

As Increase peak burst size of Three color meter by 1% for flow f

Ag Add dropper

A, Report back to application to perform adaptation

Table 6.3: Sample of PAA actions for a core router

A Action

A Increase weighted round robin priority for class C; by 1%

As Decrease weighted round robin priority for class C; by 1%

A Increase drop tail queue capacity of class C; by 1%

As shown in Figure 6.2, each simulated domain includes an ingress router, a core router and
an egress router. The simulated network has been constructed using the J-Sim network simu-
lator [180], a simulator with a Java based engine. The PAA has been implemented on top of
the simulator with a GUI to accept higher level policies that are translated into network level
objectives using heuristic rules as those described in [19].

All links for domains A and C and links between all domains are configured with 15Mbps

capacity and 5ms propagation delay. Links in domain B are configured with 10Mbps with a
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APA Domain C

Domain A

Figure 6.2: Experimental testbed

propagation delay of Sms. Weighted Round Robin (WRR) scheduling is implemented at each
router. Initially, 40%, 30% and 30% of the available bandwidth are set for EF, AF and BE,
respectively, for domains A, B and C. Drop tail queues are used as buffering mechanisms for
core routers. The edge router E); is configured with one profile for each traffic source with
initial rate as the sending rate of the source. A token bucket-based meter was used for each
profile at the edge routers. Unless otherwise stated, traffic is generated by hosts H,, H; and H3
to the same destination Hy. All network traffic has been modelled with a Poisson distribution
with different peak rates and a packet size of 1024 bytes. To simplify the implementation of
the proposed scheme, we limited our experimentation to a subset of possible actions, namely,

Aj,Ay, Az, Ay of table 6.2 and A; and A, of table 6.3.

6.5.1 Experiment 1: User-Based Policy Adaptation

In this experiment we test the performance of the PAA in response to a new user policy. Traffic
was generated from H, to H; with sending rate of 6Mbps while H, is moving from domain A

to B at t= 50 and then from B to C at t=80. For experimentation purposes, for EF services, we
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associated a cost 3¢, 5¢c and 3.3¢ per IMbps [181] for domains A, B and C, respectively. The
user on host H; has a registered policy P;: if{location # home_domain) then cost < 1.5¢ per
unit time. As the user moves from one domain to the other, P, is translated to different network
level objectives by the PAA at domain A depending on the location of the user. Figure 6.3
shows a comparison between the traffic at the source H, (source) and the traffic received by H,
(destination). Initially, at time ¢ = 0, P; has been mapped to a new objective O(C = H;, BW
< 6Mbps) and action A = "Increase Token rate by 1%Mbps” is successively applied to allow
the user a sending rate of 6Mbps. As the PAA is notified with the event that the user is moving
to domain B. P, is re-mapped to a new objective O(C = H,,BW < 3Mbps) and action: A=
“decrease token rate by 1%” is applied until the token rate of the user profile meter at E;; is
set to 3Mbps. Finally, as the user moves to domain C, a new objective O(C = H;,BW <
4.5Mbps) is formulated and a new action A="Increase token rate by 1%” is selected repeatedly

to reach the target rate.

6.5.2 Experiment 2: Application-Based Policy Adaptation

In this experiment we illustrate how adaptation is performed at the network level in response
to an application level policy. In this network configuration, EF traffic is generated from two
hosts H; and H, to the same destination H,. H; transmits at a rate of 3.5Mbps for the duration
of the experiment. H» sends packets with a target EF service with a throughput requirements
of 3.5Mbps from ¢t = 30 to t = 70 and 4.5Mbps from ¢ = 70 up to ¢t = 110.

An application running on Hy registers a policy P, which indicates that traffic reaching H,
from source H, has double the priority of traffic from Hy, i.e., Py: if (Exists(traffic_source =H,
and service= EF) and Exists(traffic_source= Hy and service = EF)) then priority Hy traffic
= 2 priority H, traffic.

Attime t = 0, H, started transmission with objective: O;(source =H,; and destination =Hy,
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Figure 6.3: Adaptation based on user policy

BW= 3.5 Mbps). In this case the links bandwidth is only utilized by H;. The Token bucket
meter is initiated with a target rate = 4Mbps and hence all packets are marked with EF DSCP.
At time t = 70, a new objective Oz(source =H, and destination =H4, BW = 3.5Mbps) is fed
to the PAA and the old objective O is replaced with a objective O;(source =H; and destination
=D, BW < Oy(BW)). The target rate of the meter of the first traffic is gradually decreased
until O, and O, are satisfied.

Now at time, ¢t = 7 as H, increases its sending rate requirements, O, is changed to
Os(source =H; and destination =D, BW = 4.5 Mbps). A new action that increases the target
rate for Hy is gradually applied. Meanwhile another action for degrading H, target rate is ap-

plied. Out-of profile packets are remarked as AF. At time ¢ = 110 the objective O, is replaced
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back with the initial objective and the target rate is increased to 3.5Mbps.
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Figure 6.4: Adaptation based on Application policy

6.5.3 Experiment 3: Network Adaptation

This experiment illustrates the self-configuration feature of the proposed architecture. We il-
lustrate how PAA performs an automated selection of the appropriate actions under different
network level objectives. For simplicity, in this experiment we limit the adaptation process to

three actions, A4;, A, and Aj, defined as follows,

e A, : Increase of WRR priority for EF by 1.
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e A : Increase buffer size for EF aggregates by one packet.

e Aj: Increase the bucket rate of single traffic of H; at ingress router Eq; by 1%.

All network links are set with the same capacity of 10Mbps. Initially, the network is configured
to 60% and 40% of traffic for EF and BE, respectively. Background traffic is generated by H,
as EF traffic with a constant bit rate of 2Mbps, and by H; as BE traffic at a constant rate of
4Mbps. A token bucket with rate equal to the initial sending rate of each flow is selected for
each flow. H; transmits EF packets following a Poisson distribution with an average rate of
4Mbps.

We start first by analyzing the ability of the selected ARRSES function in following the
behavior of the applied actions. Figure 6.5 depicts the forecasted values of the throughput
of EF traffic aggregate in response to repetitive applications of A,. Figures 6.6(a) and 6.6(b)
illustrate the forecasted values of the throughput and loss rate, respectively, of EF aggregate in

response to repetitive applications of As.

throughput (Mbps)

C am e ne s
R h‘
£ e T O O R

Figure 6.5: Forecasted values for A; w.r.t. throughput of EF aggregate.

Figure 4.3 shows a comparison between the achieved bandwidth of the proposed adaptive
scheme (PAA) against the bandwidth achieved with static configurations of the meter, drop tail
queue and WRR scheduler.

At t = 0, the following objectives are configured: O,(DSCP= EF, BW

6Mbps, L =
0.2%), Oz(source = Hy, BW = 4Mbps, L = 0.1%), Os(source= Hy, BW = 2Mbps, L =
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Figure 6.6: Forecast function for A; w.r.t. EF aggregates throughput and loss rate.

0.2%), O4(DSCP = BE, BW = 4Mbps). Initially, the token rate of each flow is set with the

values of its sending rate.

Due to feedback from the token bucket meter of the flow from H,, an indicated loss rate
> 0.1% was reported to the PAA. At this stage, only the objective of a single flow was not met,
i.e., an objective refinement AO,(AL < 0.1) was triggered. At this stage action Aj is selected
for adaptation. The token bucket rate is increased gradually. This caused a slight increase in
the rate of flow f; from traffic of H;. However, since, at the core router, traffic from both H;
and Hj is being dropped by the drop tail queue, after a certain period the loss rate of EF class

is increased, where, O;, O, O3 are violated.

Since action A; will result in violating objective Oy, A is selected and the size of the drop
tail queue is gradually increased. As shown in Figure 6.7, this indicates a temporary increase in
the throughput of both flows. However, after a certain queue size, the increase does not affect
the throughput of both flows. In response to that, action A; is selected and repetitively applied

giving priority to Oy, O, O3 over Oy.
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6.6 Summary

In this chapter a novel scheme for adaptive policy-based QoS management in wired/wireless
networks has been presented. The novelty of the proposed work lies in that given sets of ob-
jectives, constraints and goals, network policies are assembled at run-time. It has been shown
that adapting policies at run-time provides flexible means for controlling network behavior as
the surrounding environment changes. In addition, it gives more freedom to users and applica-
tions providers to describe their requirements, in a continuously changing manner, in terms of

policies that are functions of different parameters such as time, location, and cost.
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Chapter 7

Conclusions and Future Research

Directions

This chapter identifies contributed research work and discusses planned and future directions.
The chapter is organized as follows. Section 7.1 gives a summary of research contributions in
the area of automated management. A summary of future research directions is then presented

in Section 7.2.

7.1 Dissertation Contributions

The focus of the conducted research, thus far, has been the development of an autonomous
self-adaptive management system for hybrid communication systems. The first step towards
achieving that goal included a literature study of the management problem and management
difficulties. More precisely, we aimed to address two questions; what are the requirements
of any management system? and why is it difficult to satisfy these requirements with current
approaches? The results of this phase is a state of the-art survey of major research directions

and efforts in the area of management for wired, wireless and hybrid communication systems.

177
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Based on the identified limitations of current research work, a novel framework for an auto-
mated prediction-based adaptive management system has been designed. The framework has
been presented as a multi-layered model that utilizes knowledge about users, applications and
the underlying network to perform adaptive management functionalities. In the following, a

summary of the main contributions of current research work is given.

e A state of the art survey of management approaches.

¢ A complete design and functional specification of the necessary management tasks and

architectural components.

o A novel scheme for a mobility prediction based on the use of contextual information has
been presented. Uncertainty of the user’s navigation behavior was captured by gather-
ing pieces of evidence concerning different groups of candidate locations. These groups
were then refined to predict the user’s future location when evidence accumulate using
Dempster rule of combination. In contrast to existing approaches the proposed approach
did not impose any assumptions concerning the availability of a history of user’s move-

ments. Simulation results had shown the efficiency of the proposed scheme.

¢ A robust scheme for network anomaly diagnosis based on statistical analysis and eviden-
tial reasoning is developed. The scheme effectively reduces the number of false primitive
alarms by diluting effects of isolated outliers. The classification of the detected anoma-
lies is performed via evidential reasoning using a training set of previously detected and
classified anomalies. To handle cases of imbalanced training sets, the scheme includes
two new approaches to assign mass belief values to the classes under investigation us-
ing the constructed evidence. The latter contribution can be of independent interest to
research related to the Dempster-Shafer theory and can be applied in contexts other than

the present one. Theoretical and experimental analysis demonstrate the accuracy of the
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proposed scheme.

¢ Design of a novel network-level policy-based management scheme has been presented.
The key feature in the design is the decoupling between the task of mapping abstract
higher level goals into network level objectives from the functionality of adapting the
behavior of network components. Furthermore, to automate the mapping process a hi-
erarchical model of policies has been applied and a methodology of translating abstract
higher level users’ preferences and business goals for QoS into network level objectives

has been discussed.

¢ A novel scheme for adaptive management of QoS based on a new concept of forecast-
ing functions have been presented. The scheme utilizes forecasting functions to predict
effects of different management decisions. Dynamic network-level policies assembly
at run-time is performed based on values of these functions. The performance of the

proposed scheme has been evaluated through simulation.

7.2 Future Research Work

The main focus of the future research work can be divided into two key directions as follows.

7.2.1 Case-Based Adaptive QoS Management

By incorporating the experiences gained from applying different management strategies, one
can further enhance the performance any autonomous management system. One way to achieve
that is through the utilization of Case-Based Reasoning (CBR) concepts. CBR is a problem
solving and learning paradigm that has received considerable attention over the last few years
[182], [183]. It has been successfully applied in different domains such as e-commerce [184]

and automated help desks [185]. We plan to investigate the feasibility of representing network
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policies as cases and in turn the creation of a knowledge base of policies (cases). We will also
investigate the applicability of the different phases of the CBR life cycle and well advanced
adaptation methodologies to current policy-based management systems. Preliminary results of

this research direction have been reported in [186], [187].

7.2.2 Network Contextualization

Another focus of future research work is to investigate the possibility of contextualizing the
underlying network information to better perform different management tasks by featuring
awareness of the surrounding environment context. As networks are becoming more complex,
plain data such as a network monitored bandwidth or error rate will no longer be sufficient to
make adaptation decisions in context rich environments. Hence, more sophisticated models
that employ context knowledge to better perform various automated management tasks are
needed.

Although, different information models have already been used to represent and configure
different managed entities, thus far, these models suffer from a lack of a smart representa-
tion and encoding of available knowledge in a way which can be used to make the necessary
inferences to automate the management process.

On the other hand, despite the recent advancements in the area of context-aware applica-
tions, very few research work exists that approaches the problem of network management via
a context-awareness perspective.

The main goal of this future direction is to construct a set of inferred network related context
properties (e.g., available and preferred services, preferred connections and services that are of
interest to users), given knowledge of a set of primitive context (e.g., BW, delay and location).
The theory of event calculus will be utilized to formalize context as a dynamically changing

model of the world. Initial results of this research direction have been reported in [188], [89].
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